CALIFORMNIA DEPARTHMENT OF

GENERAL SEQVICES Governor Edmund G. Brown Jr.

October 13, 2016

Mr. Nick Grappone

SHI International, Corp.
290 Davidson Avenus
Somerset, NJ 08873

Subject: California Participating Addendum Execution Notice

Attached is a copy of the following executed California Participating Addendum:

Participating Addendum No.: 7-16-70-36

Effective Dates: October 12, 2016 through April 7, 2018
Cooperative Agreement: ﬁ‘\gggg? NASPO ValuePoint Master Agreement No. ADSPQ16-
Commodity/Service: Software VAR

Should you have any questions, please contact me at Steve.lowef@dqs.ca,qov

Sincerely,

/-Steve Lower
State Contract Administrator
Multiple Awards Program
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STATE OF CALIFORNIA
PARTICIPATING ADDENDUM NO. 7-16-70-36
: SOFTWARE VAR
ARIZONA NASPO ValuePoint Master Agreement No. ADSPO16-130651
SHI INTERNATIONAL, CORP. (Contractor)

This Participating Addendum Number 7-16-70-36 is entered into between the State of California,
Department of General Services (hereafter referred to as “State” or “DGS”) and SHI International, Corp.
(hereafter referred to as “Contractor”) under the lead State of Arizona NASPO ValuePoint Master Price
Agreement Number ADSPO16-130651.

1.

3.

Scope .

A.

This Participating Addendum covers the purchase of Software, Maintenance and Technical
Support under the Arizona NASPO ValuePoint Master Price Agreement Number ADSPO16-
130651. The NASPO ValuePoint Master Agreement is hereby incorporated by reference.

This Participating Addendum is available for use by California state agencies and political |
subdivisions/local governments. For the purposes of this agreement, a political subdivision/local
government is defined as any city, county, city and county, district, or other local governmental
body or corporation empowered to expend public funds.

Each political subdivision/local government is to make its own determination whether this
Participating Addendum and the Arizona NASPO ValuePoint Master Agreement are consistent
with its procurement policies and regulations.

Term

A.

The term of this Participating Addendum shall begin upon signature approval by the State
and will end April 7, 2018, or upon termination by the State; whichever occurs first.

Lead State amendments to extend the NASPO ValuePoint Master Agreement term date are
not autornatically incorporated into this Participating Addendum. Extension(s) to the term of
this Participating Addendum will be through a written amendment upon mutual agreement
between the State and the Contractor.

Incorporation of Documents

Terms and conditions of the following exhibits are hereby incorporated and made a part of this
Participating Addendum:

o State Information Technology (IT) General Provisions GSPD401IT, effective 09/05/14

(12 pages)
» Cloud Computing Services Special Provisions , effective 09/03/14 (05 pages)
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Participating Addendum No. 7-16-70-36
SHI International Corp.

4. Order of Precedence

In the event of any inconsistency between the articles, attachments, or provisions which constitute
this agreement, the following descending order of precedence shall apply:

A. California Participating Addendum Number 7-16-70-36, including Exhibits A & B
B. Arizona NASPO VALUEPOINT Master Price Agreement Number ADSPO16-130651

5. Available Products and Services

This contract is limited to the purchase and warranty of software, software maintenance, technical
support and Cloud/Saa$S products and services that are not currently avallable under the Software
Licensing Program (SLP). Prior to purchasing under this Participating Addendum, state agencies
must check the DGS PD SLP website at: : _
http:/fwww.dgs.ca.gov/pd/Programs/Leveraged/SLP/SLPPublishers.aspx

6. Productive Use Requirements

Each software component must be in current operation for a paying customer and the paying
customer must be external to the contractor’s organization (not owned by the contractor and not
owning the contractor). ,

To substantiate compliance with the Productive Use Requirements, the Contractor must provide
~ upon request the name and address of a customer installation and the name and telephone number
of a contact person.

The elapsed time such software must have been in operation is based upon the importance of the
equipment or software for system operation and its cost. The following designates product
categories and the required period of time for software aperation prior to approval of the -
replacement item on the SLP. ;

- Category 1 - Critical Software: Critical software is software that is required to control the overall
operation of a computer system or peripheral equipment. Included in this category are operating
systems, data base management systems, language interpreters, assemblers and compilers,
communications software, and other essential system software.

Cost _ ' Prior Operation
More than $100,000 8 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month

.Category 2 - Non-Critical Software: Information technology equipment is defined in SAM Section
4819.2.

Cost Prior Operation
More than $100,000 6 months
$10,000 up to $100,000 4 months
Less than $10,000 1 month
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Participating Addendum No. 7-16-70-36
SHI International Corp.

7. The following product/service offerings are prohibited under this Participating Addendum.

A. Hardware

o

Consulting
Configuration/Customization of software

Installation

m o O

Training

M

The following Cloud Services:

1) Infrastructure as a Service (laaS)
2) Platform as a Service (PaaS)
3) Storage as a Service (STaaS)

8. Maximum Order Limit
Orders placed under this Participating Addendum have a maximum limit of $250,000.
9. Percentage of Reseller Cost

Contractor shall submit a reference document that identifies the percentage of Reseller Cost for
each software publisher (manufacturer) offered under this Participating Addendum. On high
volume single orders, Resellers are to negotiate to reduce Reseller Cost, to pass on savings to the
State. All Resellers are to honor all quotes for thirty (30) days. Ifitis known that a price increase
will oceur during the thirty (30) calendar days following the quote, the Resellers may provide two
quotes, based upon the date the order is received. :

10. Software Maintenance Renewals

Maintenance renewals for software product purchases shall be fixed at the agencies’ prior
applicable rates {or lower), with a 0% uplift (no up-lift) and no additional increases, fees or charges
~added, for the duration of this PA.

11. Delivery

30 days after receipt of order, or as negotiated between agency and Contractor and included in t.he
purchase order.

12. Shipping
F.O.B. (Free On Board) Destination
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Participating Addendum No. 7-16-70-36
SHl International Corp.

13. Ordering Agency Responsibilities

A. State depértment and political subdivision/local govérnment use of this Participating Addendum
is optional. ,

B. AUser Instructions guide will be prepared and administered by the State Contract
Administrator.

C. Ordering agencies must follow the Contractor Selection and Request for Offer (RFO) process
outlined within the User Instructions guide prior to executing otders against this Participating
Addendum.

14. Contractor Responsibilities

Contractor must respond to the ordering agency’s RFO to be eligible to receive a Purchase Order
under this Participating Addendum. ,

15. Invoicing

The State Participating Addendum Number and Ordering Agency Purchase Order Number shall
appear on each purchase order and invoice for all purchases placed under this Participating
Addendum. :

Unless otherwise stipulated, the contractor must send their invoices to the department address set
forth in the purchase order. Invoices shall be submitted in triplicate and shall include the following:

Contract number

Agency purchase order number
Agency Bill Code

Line item number

Unit price .

Extended line item price
Invoice total

State sales tax and/or use tax shall be itemized separately and added to each invoice as applicable.
The company name on the Participating Addendum, purchase order and invoice must match or the
State Controller's Office will not approve payment. '

16. Usage Reporting

A. Contractor shall submit usage reports on a quarterly basis to the State Contract Administrator
for all California entity purchases using the report template provided by the state.

B. The report is due even when there is no activity.

C. The report shall be an Excel spreadsheet transmitted electronically to the DGS mailbox at
PDCooperatives@dgs.ca.gov.

Page 4 of 7




17.

Participating Addendum No. 7-16-70-36
SHI International Corp.

Any report that does not follow the required format or that excludes information will be deemed
incomplete. Contractor will be responsible for submitting corrected reports within five business
days of the date of written notification from the State. ,

Tax must not be included in the report, even if it is on the purchase order.

Reports are due for each quarter as follows:

JUL1 to SEP 30 OCT 31

OCT1 to DEC 31 JAN 31
JAN1 to MAR 31 APR 30
APR1 to JUN30 JUL 31

Failure to meet reporting requirements and submit the reports on a timely basis shall constitute
grounds for suspension of this contract.

. Amendments for term extensions may be approved only if all due reports have been submitted

o the State.

Administrative Fee

A.

Contractor shall submit a check, payable fo the State of California, remitted to the NASPO
ValuePoint Payment Processing Unit for the calculated amount equal to one percent (0.01) of
the sales for the quarterly period.

Contractor must include the Participating Addendum Number on the check. Those checks
submitted to the State without the Participating Addendum Number will be returned to
Contractor for additional identifying information.

Administrative fee checks shall be submiited to:
State of California
Department of General Services, Procurement Division
Attention: Multiple Awards Program
707 3" Street, 2™ Floor, MS 2-202
West Sacramento, CA 95605

The administrative fee shall not be included as an adjustment to Contractor's NASPO
ValuePoint Master Price Agreement pricing.

The administrative fee shall not be invoiced or charged to the ordering agency.

Payment of the administrative fee is due irrespective of payment status on orders or service
contracts from a purchasing entity.
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Participating Addendum No. 7-16-70-36
SHI International Corp.

G. Administrative fee checks are due for each quarter as follows:

oCT 31

JUL1 to SEP 30

OCT 1 to DEC 31 JAN 31
JAN 1 to MAR 31 APR 30
APR 1 to JUN 30 JUL 31

H. Failure to meet administrative fee requirements and submit fees on a timely basis shall
constitute grounds for suspension of this contract.

18. Contract Management

A. The primary Contractor Contract Manager for this Participating Addendum shall be as follows:

: Contractor:
Name:
Phone:
E-Mail:
Address:

B. Should the Contractor Contract

SHI International, Corp.
Kristine French
916-835-2820
Kristine_French@shi.com

290 Davidson Avenue
Somerset, NJ 08873

Manager information change, the Contractor will provide written

notice with the updated information to the State Contract Administrator no later than ten

business days after the change.

C. The State Contract Administrator for this Participating Addendum shall be as follows:

Name:
Phone:

- Fax:
E-Mail:
Address:

Steve Lower

(916) 375-4539

(916) 375-4663
Steve.lower@dgs.ca.gov

State of California

Department of General Services
Procurement Division

707 Third Street, 2nd Floor, MS 2-202
West Sacramento, CA 95605

D. Should the State Contract Administrator information change, the State will provide written notice
with the updated information to the Contractor Contract Manager no later than ten business

days after the change.
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Participating Addendum No. 7-16-70-36
SH! International Corp.

19. Termination of Agreement

The State may terminate this Participating Addendum at any time upon 30 days prior written notice
to the Contractor. Upon termination or other expiration of this Participating Addendum, each party
will assist the other party in orderly termination of the Participating Addendum and the transfer of all
assets, tangible and intangible, as may facilitate the orderly, non-disrupted business continuation of
each party. This provision shall not relieve the Contractor of the obligation to perform under any
purchase order or other similar ordering document executed prior to the termination becoming
effective.

20. Amendment

No amendment or variation of the terms of this Participating Addendum shall be valid unless made
in writing, signed by the parties and approved as required. No oral understanding or agreement not
incorporated in the Participating Addendum is binding on any of the parties.

21. Agreement

A. This Participating Addendum and the Master Price Agreement together with its exhibits and/or
amendments, set forth the entire agreement between the parties with respect to the subject
matter of all previous communications, representations or agresments, whether oral or written,
with respect to the subject matter hereof. Terms and conditions inconsistent with, contrary or in
addition to the terms and conditions of this Participating Addendum and the Master Price
Agreement, together with its exhibits and/or amendments, shall not be added to or incorporated
into this Participating Addendum or the Masler Price Agreement and its exhibits and/or
amendments, by any subsequent purchase order or otherwise, and any such attempts to add or
incorporate such terms and conditions are hereby rejected. The terms and conditions of this
Participating Addendum and the Master Price Agreement and its exhibits and/or amendments
shall prevail and govern in the case of any such inconsistent or additional terms.

B. By signing below Contractor agrees to offer the same products/and or services as on the
Arizona NASPO ValuePoint Master Price Agreement Number ADSPO16-1 30651, at prices
equal to or lower than the prices on that contract.

C. INWITNESS WHEREOF, the parties have executed this Participating Addendum as of the date
of execution by both parties below.

STATE OF CALIFORNIA SHI International, Corp.
Skt U Natalie Slowik
%Name: Jim Butler Nafa: eans oiowl
Title: Deputy Director : Title: Sr. Contracts Manager

Date: Ov(wf(‘w L i b Date:  09/28/16
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GSPP-401IT

{REVISED AND EFFECTIVE 0/5/14)

GENERAL PROVISIONS - INFORMATION TECHNOLOGY |

DEFINITIONS: Unless otherwlse spacified in the Statement of *

Work, the following terms shall be given the.meaning shown,
unless context requires otherwise,

g)

b)

c)

"Acceptance Tests" means those tedts performed during*
the Performance Perlod which are Intended 1o determine-
and Software wikh the

compjiance of Egquipment
speclfications and all cther Attachments incorparated herein

by reference and tc determine the rsllablily of the:

Equipment.

“Application Program™ means a computar program which
s ihtendad to be sxscuted for the purpese of performing
useful work for the user of the information being processed.
Application programs are daveloped or otherwise acquired
by the user of the Hardware/Software system, but they may
ke supplied by the Contrastor. . "
"Altachment” means a mechanical, electrical, or electronic
interconnection to tha Contractorsupplled Machina or
System of Equipment, manufactured by othar than
the orlginal Equipment manufacturer that s not connectad
by the Contractor. ’

"Business entity’ means any Indlvidual, business,
partnership, ‘Jolnt wventurs, corporation, S-corporation,
limlted liability company, scle proprietorship, jolnt stack
cempany, consortium, or other private legal entity
recognized by staiute. ;

“Buyer” means the State's authorzed contracting official. -
“Commercial Hardware” means Hardware developed or
regularly used that: (ly has been sold, leassd, or licensed to
tne general public; {l) has been offered for sale, lease,
or license fo the general public; (iif) has not been &ffered,

- sold, leased, or licensed to the public but will be avallable for

commerclal sale, Isase, or licsnse in time to satisfy the
delivery. requiraments of this Contract; or (iv) satlsfles
a crlterion expressad In (i), (i), or (i) above and would
requira only minor medffications to meet the requirsmants of
this Contract.

“Commercial Software" means Software developed or
regularly used that: () has bean sold, lensad, or ficensed to

. the general public; (i) has been offered for salg, lease,

m)

- or more central processers (or Instruction processors)

or ficense to the general public; (i) has not been offered,
sold, leased, or ficensed to the public but will be available for
commarclal sale, lease, or license In fme to satisfy the
defivary requirements of thls Contrack, or (iv) safisfies
a crlterion expressed In (), (W), or () above and would
raquire only minar medificstions to maat the requiremants of
this Caritracl, '

“Contract” means this Contract or agraement (including any
purchase arder), by whatever name known or In whatever
format used. ;

“Custom Soffware” means Software that does not mest
the definition of Commercial Softwars, o
“Contractor” means the Business Enfity with whom the
State enters into this Confragt. Contractor shall be
synonymous with "suppiier”, "vendor" or other similar tam.
"Data Processing Subsystem" means a complement of
Contractor-furnished individuai  Machines, Including the
nacessary controlling elements {or the functionel equlvalent),
Operating Software and Software, if any, which are acguired
to operate as an Integrated group, and which ara
Interconnected entiraly by Contractor-supplled power and/or
signal cables; eg., direct zccess controller and drives,

. a cluster of terminals with their controller, ete.

"Data Processing System (System)’ means the total
cemplement of Contractor-firnished Machines, including orne
Operating Sofiware which are acquired ic operate as an
int=grated group, . )
"Deliverables” means Goods, Software, Infomation
Tachnalogy, telscommunications tachnology, Hardware, and
other ltems (e.q. rsporis) to be dellvered pursuant to this
Contract, ircluding any such ltems fumished incident to the
provision of services,

n)

q)

P)

Q)

.].)

s}

t)

.

v)

- W)

X)

aa)

bb).

- "Information Technology"

"Deslgnated CPU(s)" miaans for sach product, If applicahle,
the central processing unit of the computars or the seryer
urit, including any assoclated peripharal units. I no speciiic
"Designated CPU(s)" are spacified on the Cantradt, the term
shall mean any and all CPUs located at the site specified
tharein, . .
"Documentation” means manuals and ofther printed
Materials necessary or useful to the State in is use or
maintenance of the Equipment or Sofiware provided
hereunder. Manuals and other printed materfals custemized -
for the Siate hereunder constitite Work Product I such
materlals ars requirad by the Statement of Work,

"Equipment “is an allinclusive term which refers either to
individual Machines or to a complete Dats Processing
System or Subsystem, indluding Its Hardware and Operating
Software {if any). :

"Equipment Fallure” is a malunction In the Equipment,

excluding all external factors, which prevents  the
accomplishment of the Eguipment's Intendad funclion(s).
fmicrocode or  Operating  Software residing in  the
Equipment Is necessary for the proper operation of the
Equipment, a fallure of such microcode or Operating
Softwara  which prevents ths accomplishment of the-
Equipment's Intended functions shall be desmed to be an
Equipment Fallure,
"Facillty Readiness Date” means the date spacified In the
Statemant of Work by which the Siate must have ths
site prepared and available for Equipment delivery and
installation, ‘
“Goods” meens all types of tangible personal property,
including ‘but not limited to materials, supplies, and
Equlpment (lncluding computer and  telecommunications
Equipment),

"Hardware" usually refers to computer Equipment and Is
contrasted with Software, Ses also Equipment. |
“Installation Date" maans the date speciied in the
Statement of Work by which the Contractor must have the
ordered Equipment ready (certified) for use by the State.
Includes, but is not fimited ta, .
all elactronic technalogy systems” and services, automated .
infornation  handling,  System design  and analysls,
conversion of data, computer programming, Information
storage and retrleval, telecommunications which include
volce, video, and data communications, requisie Systen
controls, simufation, siectronic commerce, and all ralated
interactions betwsen’peaple and Machines.

"Machine' means an Indlvidual unit of a Data Precessing
System or Subsystem, separately Identified by a type and/or
model number, comprised of but not limitsd to mechanical,
electro-mechanical, and electronic parls, micracode,
and special features installed thereon and including any
necsssary Sofiware, e.q., central processing unit, memory
module, tape unlt, card reader, stc. .
"Machine Alteration” means any change to a Contractor-
suppled Machine which & not made by the' Coniractor,
and whioh fesults in the Machine deviating from fts physical,
machanical, electrical, or elsctronlc (including micrecode)
design, whether or not additional devicas or parts . ara
employed in making such change,

" "Malntenance Diagnostic Routines" means the dlagnaostic

programs customarily used by the Contractor to test
Equinment for proper functioning and raliabillty.
“Manufacturing Materials" means parts, tools, dies, Jigs,
fixtures, plans, drawings, and Information produced  or
acquired, or rights acoulred, speciiically to fulfil obligations
set forth herein, . :
"Mean Time Between Failure (MTBF)" maans the averags '
expected or observed time between consecutive fallurss In a
System or componant,
"Mizan Time o Repair (MTTR)" means the average
expacted or cbserved time rsquired to repalr g System or
tompenent and return it to'normal operation.
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GSPD-4011T

(REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS ~ INFORM‘ATlON TECHNOLOGY

cc)” ""Operating Software" means those routines, whather or not -

identifled as Program Products, that reside in.the Equipment
and are required for the Equipment to perform s intended
. funetion(s), and which interface the operator, other

Contracior-suppiied programs, and user programs to the .

Equipment, .
dd) "Operational Use Time" means for perfomance
" measurement pumoses, that time during which Equipment Is
in actual operation by the State. For malntenance
Operational Use Time purposes, thal time during which
Equipment !s In actual operation and is not syhonymous with
power on time.
e3) "Period of Maintenance Coverage" means the perlod of

time, as selected by the State, during which malntenance .
sefvices are provided by the Contractor for a fixed monthly -

charge, as opposed to an houily charge for services

rendered. The Perlod of Maintenance Coverage consists of ~

the Princlpal Period of Maintenance and any additlonal hours
of covarage per day, andlor Increased coverage for
weekends and holdays.

i) "Prevenilve Wlalntenance” means that malntenance,
performed on .2 seheduled basis by the Contractor, which Is
designed to keep the Equipment in propaer operating
condlifon. :

pg) “Princlpal Period of Maintenance" means any nine
consecutiva hours psr day (usually between the hours of
7:00 am. and 600 pan.) a5 selected by the State,
Including an official meal pariod not to exceed cne haur,
Monday through- Friday, excluding holidays observed at
the installation, . .

hh) "Programming Aids" means Contractor-supplied programs

and mutines exscutable on the Conftractor's Equlpment

which asslsts & programmer in the development of
applications  including  language  processors,  soits,
communications modules, data base management sysfems,

and utllity routines, (iape-to-disk routines, disk-to-print

routines, ete.).

i} “Program ' Product" means programs, - routines,
subroutines, and related liems which are propristary to the
Coniractor and which are_licensed to the State for its use,
usuaily on fhe basis of separataly stated ‘charges and
appropriate contractual provisions, ;

i "Remedial Maintenance" means that maintenance
parformed by the Contractor which resuits from Equipment
(including Operating Software) fallura, and which s
performed as required, ie., on an unscheduled basls.

.kk) *Software" means an all-Inciusive term which rafers to any
computer pragrams, routines, or subrautines supplied by the
Contractor, Including Operating Software, Pragramming
Aids, Application Pregrams, and Pragram Products.

) “Software Failure"means a malfunction In the Contractor-
supplied  Software, other than Operating Sofiware,
which prevents the accomplishment of work, “even though
the Eguipment (including iis Operating Software) may still be
capable of operating properly. For Operating Sofiwaré
failure, see definition of Equipment Failure.

mm) “State” means the govermnment of the State of Californig,
Iis employess and authorized repressntatives, Including
without limitation any department, agency, or other ualt of
the government of the State of Callfornia.

nn} "System" means the complete collection of Hardware,
Software and services as described in this Contract,
integrated and functienlng 1{ogether, and performing -In
accordance with this Contract. .

o0} "U.S. ‘Intellectual Property Rights" means intellecival
property rights enforceable In the Unlted Stales of America,
including without limiation rights in trade secrets, copyrights,
and U.S. patents.

CONTRACT FORMATION: '

a) If this Conlract results from a sealed bid offered In response
to a solicitation conduclad pursuant o0 Chaplers 2
(commencing with Section 10280), 3 (commencing with

Sectlon 12100), and 3.6 (commencing with Section 12125)
of Part 2 of Division 2 of the Public Contract Code (PCC),
then Contractor's bld is a fimm offer to the State which s
acteptec by the issuance of this Confract and no further
action is required by either party. :

b) If thls Contract results from a solicltation other than

- describad in paragraph a), above, the Gaontractor's quotation
or praposal |5 deemad a firn ofier and this Contract
documsnt is the Stats's acceptance of that offer.

c) If thls Contract resulted from-a joint bld, it shall be deemad
one Indivisibla Contract. Each such joint Contractor will
be jointly and severally llable for the performance of
the enfire Contracl. The State zssumss no responsisllity or
obligation for the division of orders or purchases among
joint Contractors,

COMPLETE INTEGRATION: This Contract, including any
dbcumants Incerporated herain by express reference, is intended
fo be a complete Integration and thers are no prior or
contemporaneous different or additional agrazmants periaining to
the subject matter of the Contract, .

SEVERABILITY: The Contractor and the State agree that If any
provision of this Contract is found to be llegal or unenforceabla,
such temn or provision shall bs deemed stricken end the
remainder of the Contract shall remaln in full force and effect,
Elther party having knowledge of such temm or provision snal
promptly Inform the other of the presumed non-applicablity of
such provision. . '

INDEPENDENT CONTRACTOR: Contractor and the agents and
employses of the Contractor, in the performance of this Contract,
shall act in an Independsnt capacity and not as offlcars or
employees or agents of the State.

APPLICABLE LAW: This Contract shall be govarned by and
shall bs interpreted In accordance with the laws of the State of
California; venus of “any action brought with regard to this
Contract shall be in Sacramento County, Sacramsnto, California,
The United Nations Convention on Contracts for the International
Sale of Goods shall not apply to this:Contract. '

COMPLIANGE WITH STATUTES AND REGULATIONS:

a) The State and the Contractor warrants and cariifles that in
the performance of this Contract, it will comply with all
appllceble statutes, rules, reguiations and orders of the
United Siaies and the State of California. The Contractor
agress to indsmnify the State agalnst any loss, cost,
damage or fiability by reason of the Contractors violatlon of
thls provigion. .

b) The State will notify the Contractor of any such clam In

© wiiting and tender the defense thereof within a rsasonable
time; and .

) The Contractor will have sole control of the defanse of any
action on such clalm and all negotiations for lts settizment or
compromise; provided that (i) when substantial princples of
government or public law are Involvad, when Itigation might

- create precedant affecting future Statz operations or liability,
or when Involvement of the State is ctherwise mandated by

. law, the State may participats in such action at lis own
expanse with respect to attomeys' fess and coste (but not
llabliity); (i) where & settiemanl would impose liabllity on the
State, affect principles of California goverment or public -
law, or impact the authorlty of the State, the Deparment of
General Services wil have the right fo approva or
disepprove any settlement or cempromise,
which approval will not unraasenably ba withheld or delayed;
and (iil) the State will reasonably cooperate in the defense
and in any rslated seillemeant negotiations.

d) I this Centract s in excess of 554,000, I is subject to the
requiremants of the World Trade Organlzation -(WTO)
Govemmenl Procurement Agreemant (GPA).

8) To tha extent that this Confract falls within the scope of
Government Code Sectlon 11135, the Contractor nerahy
egrees to respond o and resalve any complaint brought to
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B,

9

" 10.

11,

12,

)

GENERAL PROWSIONS -

Its attantlon, regarding accesshilty of its products or
sarvices, . .
CONTRACTOR'S POWER.AND AUTHORITY: The Contractor
warrants that it has full powar and authority fo grant the rights
hereln granted and will hold the State harmiess from and against
any loss, cost, liability, and .expense (inciuding reasonable
attorney iees) arising out of any breach of this warranty.
Further, the Contractor avers that It will not enter Intc any
arrangement with any third party which might abridge any rights of
the Statz under this Contract,

a) The State will notify the Contractor of any such claim In
writing and fender the defense therzof within a reasonable
time, and

The Contractor wIll have sole contral of the defense of any
action on such claim and all negetiations for Its settlement or
compromige; pravided that (§) when substantial principles of
government or publlc law are involved, when litigation might
create precedent affacting future State operations or liability,
or whan Invoivement of the State Is otherwise mandated by
law, thé State may participate In such actlon at its
own expense Wwith respect to attorneys' fees and cosis
(but not liability); (i) whers a setflement would Impose
liabillty on the State, affect princlples of California
government or public law, or impact the authority of the
State, the Department of General Services will have the right
to approve or disapprove any settlement or compromise,
which approval will not unreasonably be withheld or delayed,;
and (i) -tha State will reasonably cooperate in the defense
and in any relatad settlement negctiations. -

ASSIGNMENT:  This Centract shall not be assignable by the
Contractor in whola or In part without the writien consent of the
State. The State's consent shall not be unreascnably withhsid or
delayed, For the purpose of this paragraph, the State will not
unreasenably prohibit the Centractor from freely assigning I right
to payment, provided that the Contractor remains responsible for
Its abligations hereunder.

-WAJVER OF RIGHTS: Any action or inaction by the Siate or the
fallure of the Stale on any occasion, to enforce any right or
provisian of the' Contract, shall not be construed to be a waiver by
the State of its rights hereunder and shall not prevent the State
from enforcing such provislon or right on any future ocoasion.
The rights and remadies of the State herein are cumulaiive and
are In addltion to any cther rights or remedies thet the State may
have at law or in equity.

ORDER OF PRECEDENGE: in the event of any Inconsistency
betwean the arlicles, attachmenis, specifications or provisions
which constitute this Contract, the following order of precedence
shall apply:

a) These General Provisions — informaimn Technalegy (In the
instances provided bhersin where the paragraph begins:
"Unless otherwise specified In the Statement of Work”
provislons speclfled In the Stetement of Work replacing
thase paragraphs shall take precedence over the paragraph
referenced in these Ganeral Provistons);

) Contrect fom, La., Purchase Order STD 65, Standard
Agreement STD 213 etc,, and any amendments tharatu

) OtherSpeclalPro\naluns

) Statement of Work, including any specifications incor—pocated
by referance hereln;

g) Cosl worksheets; and

fy Al other attachments:

by reference.

PACKING AND SHIPMENT:

=

(2]

o

incorporated in  the Contract

(REVISED AND EFFECTIVE 9/5/14)

INFORMATION TECHNOLOGY

by  All shipments by the Contractor or Its subcontractors: musl
include packing sheets identifying: the State's Confract
number; ltem number, quantlly and unit of measure;
part number and dsscription of the Goods shlpped
and zppropriste evidence of inspection, i raquired.
Goods for different Contracts shall be ilsted on separate
packing sheets.

¢) Shipments must be made as spscfflad In this Contract, as it
may ba emended, or otherwisz directed In wrlting by the

State's  Transportation Management Unit  within  the
Department of Ganaral Services, Procurement Division,
13, TRANSPORTATION - CQSTS AND OTHER FEES OR

14,

15,

186,

a) All- Goods are to be packed in . suitabls coniainers for

protection in shipment and storage, and in accordance with

applicable specifications, Each containar of a multiple

container shipment shall be Identified to:

1) show the number of the contalner and the total number
of containers in the shipment; and

i) the number-of the container in which the packlng shest
has bean anclosed..

EXPENSES: No charge for dellvery, drayage, exprass, parcel

post, packing, cartage, Insurance, license fees, psmlts, cosi of

bonds, or for any other purpose wil be paid by the Btate unless
expressly included and itemized In the Contract,

@} The Contractor must strictly follow Contract requirements
regarding Free on Board (F.0.B.), freight terms and routlng
insfructions. The State may pemit use of an alternate
carrier al no addltional cost to the State with advance writlan
authorization of the Buyer.

b) If “prepay and add" is sslected, supporting frmgnl bills ars
required when over $50,-unless an exact freight charge is
approved by the Transportation Managament Unit within tha
Depariment of General Services Procurement Division and a
walver Is granted.

¢) On '"F.O.B. Shipplng Point" transactions, should any
shipments under the Contract be received by the Stats in a
damaged condition and any related freight loss and damage

claims flled against the carrier or carrers be wholly or
partially declined by the carrler or carriers with tha Inferancs
that damage was the result of the act of the shipper such as
inadaquate packaging or loading or some inherent defect In -
the Equipment andfor material, the Contractor, on request of
the State, shall at Contractor's own expense assist the Stats
in astabiishlng carrier liabillty by supplying evidence that the
Equipment and/for material was properly . constructed,
manufaciured, packaged, and secursd to withstand normal‘
{ransportation conditions,

DELIVERY: The Contractor shall sfrictiy adhere to the delivery
and completion schedules specifled in this Contract. Time, If stated
as a number of days, shall mean caléndar days unless
otherwise specified, The quantities speciflied hersin are the only
quantitles required. If the Coniractor dafivers In excess of the
quantlties speclfied heraln, the State shall not be required to make
any payment for the excess Daliverables, and may return them
to Contractor at ths Contractor's axpsnse or ulilize any cther rights
avallable to the State-at law or In equity,

SUBSTITUTIONS: Substitution of Delivsrables may nol be
tendared without advance written consent of the Buyer. The
Contractar shall not use any specffication In llau of those °
contained in the Contract without written consent of the Buyer.’
INSPECTIQN, ACCEPTANCE AND REJECTION: Unless
otherwise specified in the Statement of Work:

‘a) When acquiing Commercial Hardware or Cormmerclal

Software, the State shall rely on Contractor's existing quallty
assurance sysiem as a substitute for State inspeclion and
testing. For ell other acquisiions, Contractor and Its
subcontraciors will provide and malntaln a quallty assurance
sysiem acceplable to the State covering Deliverables and
services under this Confract and will tender fo the State only
those Deliverables that have been inspected and found to
conform to this Contract's requirements, The Contracior will
keep records evidzncing inspections and thelr result, and will
meke these records available to the State during Contract
performance and for three yesars after final payment,  The
- Contractor shall permit the State fo-review procedurss,
practices, Processes,
and related documents to dstermine the acceptability of the
Contractor's quality assurance System or othsr similar
business practices related to performance of the Contract.
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17.

18.

(REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS - INFORMATION TECHNOLOGY

b) Al Daliverables may be subject to Inspsclicn and test by the
State or Its authorized representatives.

c) The Contractor and ifs subcontractors shall provide all
reasonable faclltles for the safety and convenlence of
inspectors at no additional cost to the State, The Contractor
shall furnish to inspeclors &ll information and data as may be
raasonaby required to perform their inspaction,

d)} Subject to subsecilon 16 (a) above, al Deliverables may be
subject to final inspaction, test and accepiance by the State

- at destinatlon, notwithstancing any payment or inspection &t
SOUrce..

e} The State shal glve written notice of rejection of
Dellverables delivered or gervices performed hereunder
within a reasonable time after recelpt of suich Deliverables or
performance of such sarvices. Such notlee of rejection will
state the respects in which the Deliverables do not
substantiafly conform to thelr specliications. [f the State
doss not provide such notice of rejection within fifteen {15
days of delivery for purchases of Cocmmercial Hardware or
Commerclal Software or thirty (30) days of delivery for &l
olher purchases, such Dsliverables” and services will be
deemed to have been accepted. Acceptance by the State
wll be final and irreversible, except as It relates to latent
defacts, fraud, and gross mistakes amounting to fraud.
Acceptance shall not be construed to walve any warmanty
rights that the Stete might have at law or by
express reservation in this Contract with respect fo
any nonconformity, .

f}  Unless otherwise spacified In the Statement of Worlk, titlz o
Equipment shall remain with the Contractor and asslgns, if
any, unill such flme as successful acceptance testing .has
been achisved. Title to a speclal fealura Installed on a
Machine and for which only a single Instaliation charge was
pald shall pass to the Stala at no addltiona) charge, togethar
with title to the Machine on which it was Installed,

SAVPLES;

a) Sampies of ltems may be requirec by the State for
inspection and specification ftesting and must be furnished
free of expense to the State. The samples furnished must
be [dentlcal In all respects to the products bid andior
specified in the Contract,

b)  Samples, i not destroyed by tests, may, upon request mads
at the time the sample is furnished, be returned at the
Contractor's expense.

WARRANTY:

a) Unless otherwlse specified in the Statement of Work,
the warrantles in this subsection &) begin upon dellvery of

the goods or services In question and end one (1) year’

thersafter. The Confractor warrants that (l) Deliverables and
services . furnished hereunder will substantially conform to
the requiremenis of this Contract {Including without limitaticn
all descriptions, specifications, and drawings identifled in the
Statsment of Work), and (ll} the Deliverables will be fras
from matarial defects in materials and workmanshlp, Where

the parties have agreed to deslgn specifications (such as a.

Detalled Design Document) and Incorporaied the same or
aquivalent In the Statement of Work directly or by refarence,
the Contractor wii warran{ that It's Deliverables orovide all
material functionality requited thereby, In addition to the
other warranties set forih heraln, where ths Conltract calls for
delivery of Commercial Software, the Contractor warrants
that such Software will parform b accordance with its licensa
and accompanying Documentation. The State's approval of
designs or speclfications furnished by Contractor_ shall nat
relieve the Contractor of Its obligations under this warranty.

b) The Coniractor warrants thal Deliverables
hereunder () will be free, al the fime of delivery, of hamful
code
(lLe. computer viruses, worms, trap doors, time bambs,
disabling cods, or- any similar maliclous " mechanism
designed o Inierfere with the Intandad cperatlon of, or cause
damage to, computers, date, or Software); and (i) will not
infringe or viciate any U.S. Intellectual Properly Right,

furnished -

19.

20,

" endersements showing

Without limiting the generality of the faregoing, if the Siate
belleves that ‘hammful code may be presemt In any
Commercial Software defivered hereunder, the Contractor
will, upon the State's request, provide a new or clean install
of the Software.

©) - Unless otharwise specified In the Statement of Work:

()] The Contractor does not warrant that any Softwars
provided hereunder |s eror-free or that It will run
without Immaterlal Interrisption,

() The Contractor doss not warrant and will have no
responsibility for & claim to the exient that i arlses
directly from (A) a modification made by the State,
uniess such medification Js approved or dirscted by tha
Cantractor, (B) use of Sofware in combination with or
on products other than as specifisd by the Contractor,
or (C) misuse by the State.

(i)  Where the Contractor resslls Commercial Hardware or
GCommerclal Software It purchased from a third party,
Contractor, to the extent It is legally able to do so, will
pass through any such third party warranties to the
State-and will reasonably cooperate In- enforcing them. -
Such warranty pass-through will not ralisve the
Contractor from Contractor's warranty obligations set
forth above.

d) Al warantles, Including Sspecial warranties specified
elsewhere herein, shall inure to the State, its SUCCessors,
assigns, customer agencles, aad governmental usars of the
DCeliverables or services. . .

.8} Except as may be speciflcally provided in the Statement of
Work or elsewhere In this Contract, for any breach of the
warrantles provided in this Section, the State's exclusive
remady and the Confractor's sole obligation wili be limited to:
() re-peformance, repalr, or repiacement of fthe

nonconforming Deliverable (including without limitation
an infringing Dellverable) or sesvice; or

(i) should the State In Its sole discretion consent, refund of
all amounts paid by the State for the nonconforming
Dellverable or service and payment to the State of any
additional amounts necessary fo equal the State's Caost
to Cover.  "Cest to Covar” means the cost, properly
mitigated, of procuring Deliverables or services of
equivalent capability, function, and .perfarmance.  The
payment obligation In subsection (g)(ii) above will not
exceed the limits on the Contracter's lieblity sst forth in

" the Section entltled "Limiiatlon of Liabllliy.” "

fy EXCEPT FOR THE EXPRESS WARRANTIES SPECIFIED
IN THIS SECTION, THE CONTRACTOR MAKES NO
WARRANTIES ~EITHER EXPRESS OR  IMPLIED,
INCLUDING WITHOUT = LIMITATION ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR-
A PARTICULAR PURPQSE.

SAFETY AND ACCIDENT PREVENTION: In perfoming work
under this Contract on State premisss, the Confractor shall
conform to any specific safely requirements contained in the
Contract or as required by law or regulation. The Contractor shall
take any additional precautions as the State may reasonably
require for safely and’ accident prevention purposes. Any
violation of such rules and requirements, unless promptly
corrected, shall be grounds for temination of this Contract in .
accordance with the default provisions heracf, '

INSURANCE: The Contractor shall maintain all commercial
general liabllity insurance, workers' compensation Insurance and
any other Insurance required under the Contract. The
Contractor  shall furnish insurance certificate(s) avidencing’
required insurance coverage acceptable to the State, including
the State 25 an "addltional Insured® If
requifed  under the Contracl. Any required endorsements
requested by the State must be separately provided merely
referring to such coverage on the certificatss(s) Is insufficlent for
this purpose. Whan parforming work on state owned or contrglisd
property, Contracter shall provide a waiver of subrogation In favor
of the State for iis warkers' compensation policy.

21. TERMINATION FOR NON-APPROPRIATION OF FUNDS;
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8)

k)

.c)

(REVISED AND EFFECTIVE 9/5/14)

GENERAL PROVISIONS - INFORMATION TECHNOLOGY -

If the term of this Contract extends into fiscal years .

subseguent to that in which it Is approved, such continuatlon

of the Contract is contingent on the appropriation of funds for -

such purpose by the Leplslature.  If funds to effect such
continued payment are not appropriated, the Contractor

"agrees to take back any affectsd Deliverables furnished

under this Contract, terminate any services suppliad to the
State under this Centract, and relieve the State of any further
obligation therefor. |

The State agrees that If It appears |kely that subsection a)
above will bz invoked, the State and Contractor shall agres
to iake all reasonable sleps to prioritize work and
Deliverables and minimize the Incurrence of costs prlor to

the expiratlon of funding for this Contract. .
THE STATE AGREES THAT IF PARAGRAPH &) ABOVE IS
‘INVOKED, COMMERCIAL FIARDWARE AND SOFTWARE

THAT HAS NOT BEEN PAID FOR SHALL BE RETURNED
TO THE CONTRACTOR IN SUBSTANTIALLY THE SAME
CONDITION IN WHICH DELWERED TO THE. STATE,
SUBJECT TO NORMAL WEAR AND TEAR.
THE STATE FURTHER AGREES TO PAY FOR PACKING,
CRATING, TRANSPORTATION TC THE CONTRACTOR'S
NEAREST FACILITY AND FOR REIMBURSEMENT TO
THE CONTRACTOR FOR EXPENSES INCURRED FOR
THEIR ASSISTANCE IN SUCH PACKING AND CRATING.

22. TERMINATION FOR THE CONVENIENCE OF THE STATE:

a)

b)

€)

d)

&)

The State may temminate performance of work under this
Contract for Its convenience In whole or, from time to time, In

part, if the Depertment of General Services, Deputy Director

Procurement Division, or designes, determines that a
terminatlon_ Is in the State's interest.  The Depariment of
Gengral Services, Depufy Dlrector, Procurement Division,
or deslgnee; shall teminate by delivering to the Contractor a
Motice of Temination speclfying the extent of tarmination
and tne effective date thereof,

After recelpt of a Notlce of Terminafion, and excapt as

directed by the Stale, the Contractor shall immediately
proceed wih the following obligations, as applicable,
regardless of eny delay in determining or adjusting any
amounts due undet this clause. The Contractor shall:

‘(iy  Stop work as specified in the Notice of Temmination.

(i) Place no further subcontracts for materials, servicas,
or facllities, excapt as necassary to complets the
continuing portlon of the Contract.

{liy Terminate all subcontracts to the extent they mlete to
the work teminated.

(v) Settle all outstanding ‘Yablitles and tsmmination
setflement proposals arsing from the temination
of subcontracts;

After temlination, the Contractor shall submf a Final
termInatlon sattlement proposal to the State In the form and
with the information prescribed by the State. The Contractor
shall submit the proposal prompily, but nc later than 80 days
afier the effective dale of tammination, unless a different time
is provided in the Statement of Work or in the Notice of
Termination. )
The Contractor and the State may agree upon the whole or
any part of thz amount to be paid as requested under
subsection (c) above,
Unless otherwise sel forfn In the Staternent of Work, If the
Contractor and the State fall to agres on the amount to be
pald because of the temmination for conveniencs, the Stats
will pay the Contractor the following amounts; provided that
in no event will total payments exceed the amount payablz
{o the Confractor Ifthe Contract had been fully perfomed:
() Tne Contract price for Dealiverables or services
ceepted or retazined by the State and not praviously
pald for, adjusted for any savings on freight and ,other
. charges; and ?
{ii) ~ The total of:
A} The reascnable costs incurrsd in the performance
af the work terminated, Including initial costs and
preparatory  e¥penses  allocable  thersto,

but excluding any cost altributzble to Dasliverables
or services pald or to be pald;

B) The reasonable cost of setting and paying
termination sattlement proposals undsr terminaied
subcontracts that are properly chargeable to the
teminated portion of the Contract; and

C) Reasonable storage, transportation,
demebllization, unamortized overtaad and capltal
costs, and othar costs reasonably Incurred by the
Contractor In winding down and terminating
Its work,

The Cenfractor will use generally accepted ‘accounting
principles, or accounting principles otherwise agresd to in
writng by the partles, and sound business practlces in
determining all costs claimed, agread to, or detemninad
under this clause, . ’

23. TERMINATION FOR DEFAULT:

8)

b).

c)

d)

)

The State may, subject to the clause tillad “Force Majeure”
and te sub-section d) below, by wiitten notice of default to
the Contracior, teminate this Contract In whole or In part I
the Contractor falis to:

i) Deliver the Deliverables or parform the sarvicas within
ihe time specified In the Contract or.any amendment
thereta;

fi) Make progress, so that the lack of progress endangers
performance of this Contract; or

1) Perform any of the other provislons of this Contract,

The State’s right to terminate this Centracl under sub-section

a) abovz, may be exsrcised only if the fallure constiutes a

material breach of this Contract and if the Contractor does

not cure such failure within the time frame stated in the

State’s cure notica, which in no event will be less than

fifteen (15) days, unless the Statement of Work calls for a

different perlod. . :

If the State terminates .this .Contract In" whole or in par

pursuant to this Ssction, It may acquirs, under terms and in

the manner the Buyer considers appropriate, Deliverables or
sarvices simitar to those terminated, and the Contractor will
be liable to the State for any excess costs for those

Deliverables and services, including without Tmitatlon costs

third party vendors charge for Manufacturing Materlals

(but subject to the clause entitled "Limitation of Liability™),

However, tha Contractor shall continue the work

net teminated. : .

If-the Contract s ferminated for default, the State may

require the Confractor to transfer title, or In the case of

licensed Software, license, and deliver tc the State,
as directed by the Buyer, any:

* () completed Deliverables,

() partially completed Defiverables, and,

(il) subjact tfo provisions of sub-section &) below,
Manufacturing Materlals related to the terminated
portion of this Contract. Neihing in this sub-saction d}
will be construed to grant the State rights to
Deilverables that it would not have racelved had this
Contract baen fully performed.  Upon directlon of the
Buyer, the Contractor shall also protect and preserve
property In its possession in which the State has
an interast. )

The State shall pay Contract price for completed

Deliverables delivered and accepted and items the State

requires the Contractor to transfer under saciion (d) above.

Unless the Statement of Work calls for different procedures

*or regulres no-charge dellvery of materlals, the Contractor

and Buyer shal! attempt to agree on the amount of payment

for Manufacturing Materials and other materials delivered

and accepted by the State for the protection and
praservation of the propery; provided that where the
Contractor has billed the Stats for any such materials, no
additional charge will apply. Fallure to agree will constltute a
dispute undsr the Disputss clause. The State may withhold

from {hese ‘amounts any sum [ astermines to be necessary

to protecl the Staie against loss because of cutstanding llens
or claims of former llen holders.
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25,

26.

(REVISED AND EFFECTIVE 9/5/2014)

GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

f}  If, after terrination, it s dstermined by a final declsion that -

the Contractor was not in default, the righis end obligations
of the parties shall be the same as If the temination had
been Issued for the convenlance of the State.

g) Both parties, State and Centractor, upon any temination for
dafault, have a duty to mitigate the demages suffared by it.

h) The rights and remedies of the State In thls clause are In
additlon to any other rights and remedies provided by law or
under this Contract, and are sublect to the clause titled
*Limitation of Llabllity."

FORCE MAJEURE: Excapt for defaults of subconiractors at any

tier, the Contractor shall not be liable for any excess tosts If the

fallure to parform tha Contract arlses from causes beyond ths

control and without the fault or negligence of the Contractor,

Examples of such causes Include, but are not [imited to:

a) Acts of God or of the public enemy, and

b) Acts of the federal or State government in sither HIs
soveraign or contractual capacty,

If the fallure to perform is causad by the defaull of a subcontractor

at any tier, and If the cause of the defauit Is beyond the contral of

both the Contractor and subcontractor, and without tha fault or

negligence of either, the Gonfrastor shall not be liable for any

excess costs for failure to perform,

RIGHTS AND REMEDIES OF STATE FOR DEFAULT:
a) In the event any Dellverables fumished or services provided
- by the Gonfracior In the performance of the Contract should
fall to conform to the requirements hereln, or to the sample
submitied by the Contractor, the State may reject the same,

and It shall becoms the duty of the Contractor to reclaim and - .

remove the Item promptly or io correct the performance of
services, without expense’ ta the State, and immediatsly
replace all such refscted kems with others conforming to the
Cantract,

b) In addiion to any ather rights and remedies the Stats may
have, the State may require the Contractor, at Contractor's
expense, fo ship Deliverables via air frelght or expedited
routing o avold or minimize actual or potentlal delay if the
delay is the fault of the Contractor.

.c) In the event of the femination of the Contract, either in

whole or in part, by reason of default or breach by the
Contractor, any lass or damage sustalned by the State In
procuring any ftems which the Contractor agreed to supply
shall be borne and pald for by the Contractar (but subjsct to
the clause entltled "Limitation of Liability"),

d) The State reserves the right to offset the reasonable cast of
all damages caused to the State against any cutstanding
involces or amounis awed to the Contractor or to make a
clalm against the Contractor thersfore,

LIMITATION OF LIABILITY: ,

a) Excepl as may be otherwise approvad by the Department aof
General Services Deputy Director, Procurement Division or
their deslgnee, Contractor's lizbility for damages o the State
“for any cause whatsosver, and regardiess of the fom of
action, whether in Contract or in tort, shall be Iimitzd to the
Purchase Price. For purposes of this sub-section &),
‘Purchase Price” wil mean the aggregate Centract price;
except that, with respect to & Contract undar which multiple
purchase orders wiil be issued (e.g., 2 Master Agraement ar
Multiple Award Schedule confract), "Purchase Prics” will
mean the total price of the purchase order for the
Deliverable(s) or service(s) that gave rise to the loss, sush
that the Contractor will have a separate timitation of fiabllity
for each purchase order. .

b)  The foregoing limitation of liability shall not apply {i) to any
liability under the General Provisions entitled “Compliance
with Statutes and Regulations” (If) to liability under the
General Provislons; entltled “Patent, Copyright, and Trade
Secret Indemnity” or to any other liabllity (including without
limitation indemnification obligations) for infringement of third
party intellectual property rights; (iil} to claims arising under
provisions hereln callng for indemnification for third party
claims against the State for death, bodily injury to persons or
damage to real or tangible persenal property caused by the

27,

28,

29,

Sontractor's negligence or willful misconduct; or (iv) to costs
r aitormey’s fees that the State becomes entitled to recover
s a prevailing party in-any action. :

o) [he State's liabillty for damages for any catise whatscevér, :

gnd regardiess of the farm of action, whether In Contract or
In tort, shall be limited to the Purchase Price, as that tem [s
afined in subsection a) above. Nothing herzsin shall be
nstrued to walve or limit the State's soversign Immunity or
ny other immunlty from suit providzd by law.
IP no svent will either the Contractor or the State be lisble for
nsequentlal, Incidental, indirect, spacial, or punitive
amages, even If notificatlon has besn given as to the
osslbllity of such damages, except ()) to the extent that the
onfractor's llability for such damages Is specifically sét forth
in the Statement .of Work or (I} to the extent that the
antractor's flablity for such damages arises out of sub-
ection b)(l), b)(ll), or b){iv) above,
CONTRACTOR'S LIABILITY FOR INJURY TO PERSONS OR
DAMIAGE TO PROPERTY; .
a) [The -Contractor shall be liebls for damages arsing out of
njury to the person and/or damage to the property of ths
State, smployees of the State, parsons designated by the

d)

State for tralning, or any othsr person(s) other than agents or

employees of the Coniractor, designated by ths State for any
purpose, prior to, during, or subssquent to delivery,
Installation, aceaptancs, and use of the Deliverables elther at.
the Contractor's site or at the State's pldce of business,
provided that the injury or damage was caused by the fault
or negligence cf the Contragior, ~ - .

b) |The Contractor shall nat be liable for damages arlsing out of
or caused by an alteration or an Attachment not mads or
installed by the Contractor, or for damage 1o alterations or
Attachments that may result from the nomal operation.and
maintenance of the Dallverables provided by the Contractor
during the Centract.

INDEMNIFICATION: The Contractor agrees to indemnify, defend
and save hammless tha State, its officers, agenis and employees
irom| any and all third party claims, costs (including without
limfitation reascnable attorneys' fees), and losses due to the Injury
or death of any individual, or the loss or damage to any real or
tangjble personal property, resulting from the williul misconduct or
negligent acts or omissions. of the Contractor or any of its
affiigtzs, agents, subcontractors, employass, suppliers, or
laborers fumishing or supplying worl,, sarvices, materals, or
supplles in connaction with the performance of this Coniracl.
Su defense and payment wil be conditionel wpon
ollowing: '
a) | The State wil notify the Coniractor of any such claim In
wriling and fender the defensa thereof within a reascnable
time; and .
b) [ The Contracior will-have sole control of the defense of any
action on such claim and-all negotiations for its sattlement or
compromise; provided that () when substantial principles of
governmenl or public law zre inveived, when litigation might
create precedent affecting future State operations or liahility,
or when invelvemant of the State is othewise mandated by
law, the State may participate in such action at Its éwn
sxpense With respect to attornays' fees and costs (bul not
liabllity); (If) where & settlernent would Impese liablity on the
State, affect principles of Callfornia government or pubiic
law, or impact the authority of the State, the Depariment of
Generat Services wil have the right to approva or
disapprove any seitlement or compromise, which approval
will not unreasanably be withheld ar delayed; and (iii) the
Siate will raasonably cooperate in the defense and in any
related seftlemant negotiations.

INVOICES: Unless otharwise speckiad, invoices shall be sent to
the| address set forth herein, Involces shall be submittad in
tripficate and shall include the Contract number; relesse order
number (If appilcable); item number; unit price, axtended Item
prige and Involce total emount. State sales tax and/or use tax
shall be ltemized separaiely and added to each- invoice as
zpplicable.
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GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

REQUIRED PAYMENT DATE: Payment wil be made in -
accordance with the provislons of the Californla Prompt Payment
Acl, Government Code Sechion 827 et. seq. * Unless expressly
exempted by statute, the Act requires State agencies to pay
properly submitted, undisputed invoices not more than 45 days
after (I) the date of acceptance of Deliverables or performancs
of services; or (i) recelpi .of an undisputed invoice,
whichever is latar.

TAXES: Unless otherwise required by law, the State of Callfornia:
Is exempt from Faderal exclse taxes. The State will only pay for
any State or local sales or use taxes on the services renderad or
Goods supplled to the State pursuant te this Contract.

NEWLY MANURACTURED GOODS: All Goods furnished under
this Contract shall be newly manufactured Goods or csriified as
new and warranted .as new by the manufacturer; used or
recandltioned Gocds ara prohibited, unless otherwise spacifled.

CONTRACT MODIFICATION: No amendment or variation of the
tems of this Contract shall be valid unless made in writing, slgned
by the parties and approved as required. No oral understanding
or agreement not Incorporated in the Contract is binding on any of
the parties. :

CONFIDENTIALITY OF DATA: All financlal, statistical, personal,
technlcal and other data and information relating to the State's
operation which are designated . confidential by the Stte and
mads avallable o the Contractor in order to camy out this
Contract, or which become avallable fo the Contractor in carrying
out this Contract, shall be protectsd by the Contractor from
unauthorized use and disclosure through the absaervance of the
same or more effective procedural requirements as are applicable
to the State. The Identification of all such confidential data and
Information as well as the State's procedural requiremants for
profection of such data and information from unauthorized use
and disclosure shall be provided by the State In wriling to the
Contractor, i the methods and procadures employed by the
Contractor for the protection of the Contractor's data and
information are deemed by the State tc be adequate for the
protection of the Stzie's coniidential information, such methods
and procedures may be used, with the writieh consent of the
State, to camry out the Intent of this paragraph, The Contractor

- shall net be required under the provisions of this paragraph to

keep confidential any data or Informatlon which is or becomes
publicly svailable, 15 alrsady rightfully in the Contractors
pessession without obligation of confidentiality, Is Independently
developed by the Contractor outside the scope of this Contract, or
Is righifully obtalned from third parties.

NEWS RELEASES: Unlass otherwiss exampted, news releases,
endorsements, advertising, and social media content pertaining
to this Contract shall nat be mads without prior written approval of
the Departmant of General Services.

DOCUMENTATION:

a) The Cantractor agrees to provide to the State, ai no charge,
all Documentatlon as described within the Statement of
Work, and updated verslons thereof, which are nacessary ar
useful to the State in its use of the Equipment or Software
provided heréunder, The Cantractor agrees to provide
additional Documentation at prices not in excess of charges
made by the Confractor to its other customers for
simllar Documentation.

b)  If the Contractor /s unablz to parform maintenance or the
State deslres to perform its_own- maintenance on Equipment
purchased under thls Contract then upon written notice by

the State the Contractor wili provide at Contractor's then .’

current rates and fees adequate and reasonabie assistance
including relevant Documentation to allow the State to
malnialn the Equipment based on the Contractor's
methedalogy.  The Contracter agrees that the State may
reproduce  such Documentation for its own use In
maintalning the Equipment,  If the Contractor Is unable to
perform malntenance, the Contractor agress to license any
other Contractor that the Statz may have hired to malntain
the Equipment to use the above noted Documentation. The
State agrees 1o Include the Contractor's copyright notice on

any such Documsniation reproduced, in accordance with
copyright instructions to be provided by the Contractar,

37. RIGHTS IN WORK PRODUCT:

38,

a) Al Inventions, discaverles, intsliectual property, technical .
- communlcations and records orlginated or prepared by the
Contractor pursuant te this Contrect including papers,

- 'eports, chards, computer programs, and  other
Documentation or improvements thereto, and including the .
Contracter's administiative communications and racerds
ralating to thls Contract (colleciively, the "Work Product"),
shall be the Contractor's exclusive proparty. The provigions
of thls sub-secticn a) may be ravised in a Statement of
Work.

b) Software and other materials developed or otherwlse
obtained by or for the Contractor or Its affilistes
indapandently of this Contract or applicable purchase order
("Pre-Existing Materlals") do not constitute Work Product. |
the Confracior creates derlvative works of Pre-Existing
Materlals, the slements of such derivative works created
pursuant to thie Contract constitute Work Produet, but other
elements do not.  Nothing in this Ssction 37 wil be
construed to interfere with the Contractor's or lts afflllates'
ownership of Pre-Existing Materials,

¢) The State will have Government Purpose Rights to ths
Wark Product as Deliverable or delivered fo the State
heraunder.  *Governmient Purposa Rights” arz thes
uniimitad, irrevocable, woridwide, perpaiual, royalty-free,
non-excluslve rights and licenses fo use, modify, reproducs,
perform, release, display, create derivative works from, and
dlsclose the Work Product. "Government Pumposs Rights®
also inciude the right to release or disclose the Work
Product ouside the State for any Stats government
purpose and to authorize reclpients- to use, modify,
reproduce, perform, release, display, creatas darivative
works from, and disclose the Work Product for any State
govemment purposs. Such raclpisnts of the Worls Product
may Include, without limitatlen, State Contractors, Callfarnia
local governmenis, the U.S. fedaral government, and the
State and local governments of other states, "Government
Purpose Rights” do nat include any rights to use, madify,
reproduce, perform, relsase, display, create derlvative
works from, or disclose the Work Product for any
cammercial purpose, ' '

d) The Ideas, concepis, know-now, or technlques relating to
data processing, developed during the course of this
Contrast hy the Contractor or Jointly by the Contractor and
the State may be used by either party without obligation of
notice or accounting.

e " This Contract shall not preclude the Contractor from
developing malsrlals outside this Confract that are
compstiiive, irrespective of thelr similarity to materlals which
might be deliverad te the State pursuant to this Contract.

SOFTWARE LICENSE: Unless otherwise spacliied In the

Statement of Work, the Contractor hereby grants to the State and

the State accepts from the Contractor, subject to the tarms and

condltions of this Contract, a perpeiual, irevocable, royalty-ires,

noiexclusive, license fo use the Sofiware Products in this

Coniract (herainafter referad to as "Software Products”).

a) The.State may use the Softwara Praducts in the conduct of
its awn business, and any division thersof

b)  The license granted above authorizes the State to use the
Sofware  Products in machine-readable form  on the’
Computer System -located at the site(s) specified i the
Statement of Work. Sald * Computer System and iis
associated units (col'actively referred to as.CPU) are as
desighated In the Statement of Werk. If the designated CPU
is lnoperetive due to malfunction, the license hereln granted
shall be’ temporarlly extonded to authorize the State to use
the Software Products, in machine-readable form, on any
cther State CPU until the deslgnated CPU is retured. to
operation.
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40,

41,

42,

the redesignated CPU is substantially simllar in size and
scale al no addltional cost. The redesignation shall not be
{imited to the original site and will be effective upon the date
spaclfied in the notice of radesignation.

d} Acceptance of Commercial Software (Including third party
Software) and Custom Scitware will be govarned by the
terms and condltions of this Contract.

PROTECTION OF PROPRIETARY SOFTWARE AND OTHER

PROPRIETARY DATA:

8) The State agrees that all material appropriately marked or
identifled in writing as proprietary, and furnished hereunder
are provided for the State's exclusive use for the purposes of
this Contract only, All such proprietary data shall remain the
property of the Contractor,  The State agress to take al
roasonable stsps to insure {hat such proprietary data are not
disclosed to others, without prior wrltten consent of the
Contractor, subjsct to the Callfornia Public Records Act,

b) The State will insure, prior'to disposing of any medla,
that any licensed matarials contained thereon have hsen
erased or otherwlse destroyed.

o) The State agress that it will take appropriate action by
instruction, agresment or otherwise with its employses or
other persons permitted access to licenssd software and
other proprisiary data to satisfy its obligations in this
Contract with respect -to use, copying, modification,
proteciion and sscurity of proprietary software and other
proprietary data. ’

RIGHT TC COPY OR MODIFY:

a) Any Software Product provided ' by the Contracter In
machine-readabie fomm may be copled, in whole or In par, In
printed or machine-readabie form for use by the State with
the designated CPU, to perform ona-time benchmask tests,
for archival or emergency restart pumposes, to replace a
worn copy, to understand the confents of such machine-
readable materlal, or to modify the Software Product as
provided below, previded, however, that no more than the
number of printed copies and machine-raadable. coples as
speclfied In the Statement of Woark wiil be in existence under
this Contract at any time without pricr written consent of the
Contractor. Such consent shall not be unreasanably withheld
by the Contractor. The original, .and any copies of the
Scftware Product, in whole or in part, which are made
hereundar shall be the property of the-Gontractor,

b) The State may modify any non-personal computer Software
Product, in machins-readable form, for Its own use and
merge it inlo other program material. Any portien of the-
Softwara Product included in any merged program material
shall be used only on the designated CPUs and shall be
subject to the terms and conditions of the Contract.

FUTURE RELEASES: Unltess otherwise specifically provided in
this Contract, or the Statement of Wark, If Improved verslors, e.q.,
patches, bug fixes, updates or releases, of any Software Product
arg developed by the contracior, and are made avallaole to othar
licenseas, they will be made avallable to the State at nc additional
cost only If such are made available to other licenzees at no
additional cost If the Contractor offers new verslons or upgradss
to the Software Product, they shall be made avallable to the
State at the State’s option at a price no greater than the Contract
price plus a price increase proporionate to the Increase from the
fist price of the original varsion to that of the new version, if any. If
the Software Product has no llst price, such price increase will be
proportlonatz o the incraase In average price from the original to
the new vérsion, If any, as estimated by the Contractor In good
falth, :

ENCRYPTION/CPU ID AUTHORIZATION CODES:
a)  When Encryptlon/CPU Identlfication {ID) authorization codes
are required to. operate the Soflware Products, the

_GENERAL PROVISIONS — INFORMATION TEGHNOLOGY

c) By prior writt2n notice, the State may redesignate the CPU in +
which the Software Producis are to be.used provided that

43,

(REVISED AND EFFECTIVE 9/5/2014)

Contractor will provide all codas to the State with defivery of
the Software.

b) In case of an inoperative CPU, the Contractor will provide a-
temperary encryption/CPU ID authorization code to the State
for use on a temporarily authorized CPU until the designated
CPU Is retumed to operation. )

o) When changes In designated CPUs occur, the Stais will
notify the Contractor via telephone andfar facsimile/e-mall of
such change. Upon racelpt of such notice, the Contractor will
Issue via telephone andior facsimlle/e-mall to the Stata
within 24 hours, a temporary encryption ID authorlzation .
code for use on the newly designated CPU until such time as
permanant code is assigned. :

PATENT, COPYRIGHT AND TRADE SECRET INDEMNITY: )

a) Contractor wil indemnify, dafend, and save harmless the
State, Its officars, agents, and employees, fram any and all
third paty clalms, costs (including without limitation
reasonable attorneys' fees), and losses for infringement or
viclation of any U.S. Intallectual Proparly Right by any
praduct or service provided hereunder. With respsct to
clalms arising from computer Hardware or Software
manufactured by & third parly and sold by Contractor as a
-teseller, Contractor will pass through to the State such

. Indemnily rights as It recelves from such third party (“Third
Party Obligetion”) .and will coopsrate In enfercing them;
provided that if the third party manufacturer falls to honor the
Third Parly Obligation, Confractor will provide the State with
indemnlty protection equal to that called for by tha Third .
Party Obllgation, but in no event araater than that called for
in the first sentence of this Section ), The provisions cf the
praceding sentence apply cnly to third party computer
Hardware or Software solc as e distinot untt and accepted by

* the State.

Unless .a Third Party Obligation provides otherwiss,
the defense and payment obligations sat forth In this
_Saction will be conditicnal upon the following:

()  The State will notify the Contractor of any such claim in
© witing and tender ‘the defense ihereof within a
reasonabls time; and .

(i) Tha Contractor will have sole conire! of the defense of
any action on such claim and all negotiations for ils
setflement or compromise; provided  that
{a) when substantial principles of government or public
law are Invoived, when litigation mighl create pracedent
affecting futurs State oparations or liabillty, of when
invaivement of the State is otherwise mandated by law,
the State may particlpate in such action at its own

- expense with respect to atiomeys' fzes and costs
(but not liabillly); (b) where a settlement would Imposa
liability on the State, affect principles of Callfornia
government or public law, or impact the authority of the
State, the Department of General Services wil} have the
right to approve or disapprove any settlsment or
compramise, which approval will not unreasonably be
withheld or delayed; and (c) the State will reasonably
cooperate In the defense and in any related settlement
negotiations,

b}  Should the Deliverables, or the operation theraof, becorme,
or in the Contractor's opinion are likely 1o become, the
subject of a claim of Infringement or vielation of 2 U.S.
Inteflectual Property Right, the State shall pemmli the
Contractor, at its option and expense, elther to procure for
the State the right to contlnue using the Deliverables, or ta
replace  or modify the same so that they become
non-infringing.  If none of these options can rsascnably he
taken, or if the use of such Deliverabies by the State shall be
prevented by injunction, the Contractor agrees to take hack
such Daliverables and make every reasonabls effort to
assist the State in procuring substiute Deliverables,
If, In the sole opinlon of the State, the return of such
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GENERAL PROVISIONS ~ INFORMATION TECHNOLOGY

infringing Deliverablas makes the ratention of other *

Delivergbles acquired from the Confractor under this

Contract impractical, the State shal then have

the opfion of teminating such Contracts, or appiicable

poriions thereof, without penally or temination charge.

The Contractor agrees fo take back such Deliverables and

refund any surns the State has pald the Confractor less any

reasonable amount for use or damage.

The Contractor shall have no Nablity to the Stale undsr any

provision of this clause with respect to any claim of patant,

copyright or trade secret infringemsnt which is based upon:

() " The combination or utilizatlon of Deliverables furnished
heraundsr with Egquipment, Software or davices not
made or fumished by the Contractor; or,

(i) The operation of Equipment furnished by the Contractor
under the control of any Operating Software other
than, or In addiion to, the ocurrent version of
Contractor-supplled Operating Software; or

(il)y The modification Inltlated by the State, or a third pariy
at the State's dlrection, of any Dellverable furnishad
hereunder; or

(W) The combination or utilization of Sofiware furnished
heraunder with non-contractor supplied Software,

The Contractor cartifles that It has appropriate systems and

controls In place to ansure that State funds will not be used

in the performance of thls Coniract for the acquisition,
operation, or maintenance of computer Scfiware in viclation

of copyright laws, : c

44, DISPUTES:

a)

b}

The parties shell deal In good faith and attempt ko resolve
potentlal disputes informally,  If the dispute persists, the
Contractor shall submit to the contracting Deparment
Director or designee a written demand for a final declslon
regarding the disposition of any dispule betwean the parties
arlsing under, related tc or Invelving this Contract.
Contractor's written demand shall be fully supported by
factual Information, and If such demand Involves a cost
adjustment to the Contracf, the Contracter shall includé with
the demand a written statement signed by an suthorlzed
person indicating that the demand is made in good faith, that
the supporting data are accurate and complete and that the
amount requesied accurately reflects the Contract
adjustment for which Contractor telleves the State Is llable.
The contracting Department Director or designee shail have'

30 days aiter receipt of Contractor's written demand invoking
thls Saction “Disputes’ to render a written decision, |f a
wrliten decision Is not rendered within 30 days after recaipt

of the Contractor's demand, It shail be deamed a declslon

adverse to-the Contractor's contention. I the Contractor is
not satlsfied with the decislon of the contracting Departmant
Director or designes, the Contractor may appeal the
declsion, in wriflng, within 15 days of its issuance (or the
explration of the 20 day period in the event no decision is
rendared by the contracting department), to the Department
of General Services,
Deputy Dirscfor, Procurement Divislon, who shall have 45
days to render a final dzcision. If the Contractor does not
appsal the decision of the coniracting Depanment Director
or designze, the decision shall be conciusive &nd binding
regarding the dispuie and the -Contractor shall be barrad
from cammencing an action in court, or with the Victims

-Compensation Government Claims Board, for fallura to -

exhaust Contractor's administrative remedies. o
Pending the final resolution of any dispute arising under,
ralated to or involving this Contract, Contracior agrees to

* diligently proceed with the periormance of this Contract,

including the delivery of Goods or providing of services In
accordance with the Stats’s instructions regarding this
Contract, Contraclor's fallure to diligently procsed In
accordance with {he State's Instructions regarting this
Contract shall be considersd. a material breach of
this Confract.

c)

)

Any final dacision of the State shall be expressly identified

as such, shall be in wiiting, and shall be signed by the
Deputy Director, Procurement Divislon ¥ an asppeal was
made, If the Deputy Direclor, Procurement Division fails to
render a final dacision within 45 days after recalpt of the
Centractor's appeal for a final decislon, It shall be deemad a
final decislon adverse to the Contractor's contentions. The
Stats's final declsion shall be conclusive and binding
regarding thé dispute unless the Contractor commences an
action in & court of competent jurisdiction to contesl such
decision within 90 days following the date of the final
decision or one (1) year following the accrual of the cause of )
action, whichever Is later. ,

For disputes Involving purchases made by the Departmant of
General Services,” Procurement Divislon, the Contractor
shall submit to the Department Dirsctor or designee a
written damand for a final declsion,  which shall be fully
supported In the manner described in subsection a sbhove. -
The Department Director or designes shall have 3D days fo
render a final decision. K a final declsion s not rendered
within 30 days after recelpt of the Contractor's demand, it
shall be deemed a final decision adverse to the Contractors
contention. The final decislan shall be conclusiva and
binding regarding the dispute unless the Contractor
tommencas an action In a court of competant Jurisdiction to
coniest such decislon within 80 days following the date of
the final declsion or ane (1) vear following the accrual of the
cause of actlon, whichaver is later. :

The dates of desision and appeal In this section may be
modifled by mutual consent, as applicable, excepiing the
tma to commence an acion in a coud of compefent
Jurisdiction.

|45, STOP WORK:

a)

k)

c

‘may agree.

The State may, at any fime, by writtan Stop Worl Order to
the Contractor, raquire the Contractor to stop all, or any part,
of ths wark caliad for by this- Contract for & period up to

45 days after the Stop Work Ordar is delivered o the
Contractor, and for any further period to which ths pariles
The Stop Work Order shall be specifically
Idenfified as such and shall indicata I Is issued under this
clause. Upon receipt of the Stop Work Order, the Contractor
shall - immediately comply with Its temns and take all

- reasonable steps to minimize the incurrence of costs

allocable to the work covered by the Stop Work Order during
the period of work stoppage. Within a period of 45 days
aitar a Stop Work Order s delivered to the Contractor, or
within any extension of that pericd to which the parties shall

‘have agreed, the State shall slther:

(I} Cancelthe Stop Work Order: or

. () Terminate the work covered by the Stop Work Order as

provided for in the termination for default “or the
temination for conven'ence clause of this Contract.

If a Stop Work Order issued under this clause 's canceled or

the perfed of the Stop Work Order or any extension thereof

expires, the Confractor shall resume work. The State shall

meke an equitabie adjustment n the delivery schedule,

the Contract price, or both, and the Contract shall

be modlfied, in writing, accardingly, If

()  The Stop Wark Order results m an Incraase in the time
required for, or in the Contractor's cost properly
allocable to the perfomnance of any pad of this
Contract; and

() The Contraclor asseds s right. to -an equitable
adjustment within B0 days after the end cf the period of
work stoppage; provided, thal f the State decides the
facts Justlfy the action, the State may recsive and act
upon & preposal submited at any time before final
payment under this Contract.

If a Stop Work Order is not canceled and the work covered

by the Stop Work Order is teminated in accordance with the

provislon entited Temination for the Convenience of the

State, the State shall allow reasonable costs resuiting from

the StopWork Ordar in arriving at the temmination sattlemant.
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GENERAL PROVISIONS - INFORMATION TECHNOLOGY

d) The State shall not ba liable to the Contractor for loss of .

profits bscause of a Stop Work Qrder Issued undar
this clause.

EXAMINATION AND AUDIT: The Coniractor agrees that the

State or lts designated representative shall have the right to”
_raview and copy any records and supporting documentation

diractly pertaining fo performance of this Contract. The Centractor

agreas to maintaln such records for possible audlt for a minimum’

of three (3) years aftar final payment, unless e longer pariod of
racords ratention Is stipulated. The Contractor agrees to allow the
audltor(s) access to such rscords during nommal business hours
and in such a manner so as to nof interfere unreasonably with
nomal business aciivities and to' allow interviews cof any
employses . or others ., who might reasonably
have information related to such recods. Further, the Contractor agrees to
include a simllar right of the State to audit records and intarview
staff in any subcontract related to performance of this Contract.
The State shall provide reasonable advance written notlce of suich
audit(s) to the Confractor, ‘

47. FOLLOW-ON CONTRACTS:

8) |f the Contracior or Its affiiates  provides Technical
Consulting and Direction (as defined below), the Contracior
and Its affiliates:

(I wiil not be awarded a subsequent Contract to supply
the service or system, or any significant componant
thereof, that is used for or In connection with any
subJect of such Technical Consulting and Direction; and

(i) wil not act as consultant ko any person or ently that

’ does recelve a Contract dsscrlbed in sub-saction (i),
This “prohibltlon will continue for one (1} year after
termination of thls Contract or complefion of the
Technlcal Consuliing and Directlon, whichaver comes
later.

b) - “Technical Consulting and Direction® n::eans services for

which the Contractor racalved compensation from the State

and includes: R

() development of or -assistance In the development of
work statements, specifications, solickations, or
faasibllity studies; .

(I development or design of test requirements;

(iil) evaluation of test data;

(lv) directian of or evaluation of another Coniractor;

) provision of formal recommendations regarding the
acquisiiton of Information- Technolegy products or
services; or

(v) provisions of formal recommendations regarding any of

' the above. For purposes of thls Sectlon, "affillates” are
employees, directors, partners, joint  venture
pariiclpants, parent corporations, subsidiaries, or any
other entity controlled by, controlling, or under common
control with the Contractor, Centrol exists whan an
entity owns cr directs more than flfty percent (50%) of
the outstanding shares or sacurities representing the
right to vote for the electien of directors or ather
managing authority, .

c) To the exient pemisshble by law, the Diractor of the
Department of General Services, or dasignes, may waive the
rastrictions sst forth In this Sectlon by wrltten notice to the
Contractor If the Director datermines thelr application would
not-be In the State’s best intargst. Except as prohiblted by
{aw, the rastrictions of this Section wiil not apply:

()  to follow-on advice given by vendors of commercial.
ofi-the-sheff  producis, including  Software  and
Hardware, on the operation, Intagration, repalr,
or maintenance cf such products after sale; or

(i) .where the State has entered into a master agreement
for Software.or services and the scope of worlk at
.the time of Contract sxecution expressly calls for
future recommsandations among the Contractor's
own broducts.

d) The restrictions set forth In this Seclion are in addifion to
confiicl of interast rastrictions Imposad on public Contractors

48

48,

50,

52, ASSIGNMENT OF ANTITRUST ACTIONS:

" by Calionia law ("Conflict Laws"): In the event of any
Inconsistency, such Conflict Laws overfide the provisions of
thls Sectlon, sven if enacted after execution of this Contract,

PRIORITY HIRING CONSIDERATIONS: If this Contract includes
services in excess of $200,000, the Contractor shall give priority
conslderation In filing vacancies in positions funded by
the Contract o qualified recipients of ald under Walfare: and

Institutions Code Section 11200 in accordance with PCC Section
10353,

COVENANT AGAINST GRATUITIES: The Contractar warrants

. that no gratuities (inthe form of entertalnment, gifts, or otherwlse)

were offered or given by the Confractor, or any agent or
representative of the Contractor, to any officer or employee of the
State wlth a vlew toward securing the Coniract of securing
favorable brsatment with respect to any deteminations conecerning
the performance of the Contract. For breach or viclation of this
warranty, the State shall have the right to terminate the Contract,
elther In whale or In part, and any loss or damage sustzined by
the State in procuring on the open market any ltems which tha
Contractor agread to supply shall be borne and pald for by the

LCantractor. The rights and remadies of the State provided In this

clause shall not be exclusive and are in addlton to any other
rights and remedies provided by law or in equlty.

NONDISCRIMINATION CLAUSE: . .
a}  During the performance of this Contract, the Contractor and
Its subcontractors shall not urilawfully discriminate, harass or
allow harassmen!, against any employee or applicant for
employment because of sex, sexual orlentation, race, color,
ancestry, religlous cresd, national orgin,  disabliity
(Including HIV and AIDS), medical condition {cancer), age,
marital status, and denial of famlly cara fsave. The
Contractor and subcontractors shall Insura that the
evaluation and treatment of their employees and spplicents
for employment are free from such discrimination and
harassment. The Contractor and subcontractors  shall
* comply with the provisions of the Fair Employment and
Housing Act (Government Code, Section 12990 et s2q,) and
the appllcable reguletions  promulgated  thersunder
(Californla. Code of Regulations, Title 2, Section 7285.0 st
saq.). The applicable regulations of the Falr Employment
and Housing Commission implementing Govemment Code
Section 12990 (a-f), set forth in Chapter 5 of Division 4 of
Title 2 of the California Code of Regulations are incorporated
into this Contract by reference and made a part hereof as i
sat forth In full. The Contractor and Its subconiractors shall
give written notice of thelr obligations under thiz clause to
labor organizations with which they have a oollective
bargaining or cther agreement,
b}  The Contractor shall include the nondiscrimination and
compllance provisions of this clause in all subcontracts to
perform work undar the Contract. '

NATIONAL LABOR RELATICNS BOARD CERTIFICATION:
The Contractor swears under penalty of perjury that no more than
one final, unapgealable finding of contempt of court by a federal
court has been issued against the Contractor within the
Immediately preceding two-year pariod because of the
Contractor's failure to comply with an ordar of the Natlonal Lahor
Relations Board. This provision Is reguired by, and shall be
construad In accordance with, PCC Section 10288,

Pursuant o
Government Code Sections 4552, 4553, and 4554, the following
provislons are incorporated harein: :

8} In =submitfing a bid to the State, the suppller offers and
agrsas that If the bld Is accepted, it will assign to the State alf
rights, titke, and Interest In and to all causes of action it may
have under Section 4 of the Clayton Act (16 U.S.C, 15)
ar under the Cartwright Act (Chapter 2, commencing with
Section 16700, of Part 2 of Division 7 of the Business and
Profasslons Code), drising from purchases . of Geods,
materlal or other tems, or sarvices by tha supplier for sale to
the State pursuani to the solicitation. Such aaslgrment shall
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GENERAL PROVIS-I.ONS - INFORMATION TECHNOLOGY

ba made and becoms sffective at the time the State tenders .
final payment to the supplier.

b)  If the State recelves, either through judgment or ssttlement,
a monetary recovery for a cause of action assigned under
this chapter, the assignor shall be enfitled to receive
reimbursement for actual legal costs incurred and may, upcn
demand, recover from the State.any portion of the recovery,
including treble damages, atiributable 10 overcharges that
ware paid by the assignor but ware not paid by the State as
par of the bid price, less the expenses Incurred in obtaining
that portion of the recovery. )

c) Upon demand in writing by the assignor, the assignee shall,

within one year from such demand, reassign the cause of

nction assigned under this part if the assignor has been or

may have been Injured by the violation of law for which the

cause of action arose and

(i) the asslgnee has not baen injured thersby, or

(i) the assignes declines to flle a court action for the cause
of action,

DRUG-FREE WORKPLACE CERTIFICATION: The Contractor

certifies under penalty of pefjury under the laws of the State of

California that the Centractor will comply with the requirements of

the Drug-Free Workplace. Act of 1890 (Government Code

Section 8350 et seq.) and will provide a drug-free workplace by

taking the fofiowing actions:

a  Publish a statemant notifylng employses that unlawiul
manufacture, distributicn, dispensation, possession, or use
of a.controlled substance Is prohiblted and specifying actions
to be taken against employees for violations, as required by
Government Code Section 8355(g).

'b') Establish a Drug-Free Awarsness Program as requirad by
Government Code Section B8355(h) ta inform employees -

ahout all of the following:

(B  the dangers of drug abuse In the workplace;

(i) the person's or organlzation's poficy of maintaining a
drug-free workpiace;

(ily any avallable counsaling, rehabilitation and employee

. asslstance programs; and,

{iv) penalties that may be imposed upon employass for
drug sbuse violations. ’ :

c) Provide, as regulred by Governmant Code Section 8355(c),

that evary employee who works on the propossd or resuliing

Coniract: ‘ :

() will receive a copy of tha company's drug-free policy
statement; and,

(i) wil agree to ablde by the terms cof the company's
statement as a conditlon of employment on
the Contract.-

54. FOUR-DIGIT DATE COMPLIANGCE: Contractor warrants that it

wlill provide only Four-Digh Date Compliant {(as defined below)
Deliverables and/or services fo the Stais. "Fouy Digll Date
Compliant” Deliverables and services can accurately process,
calculate, compare, and sequence date data, including without

+ . limitation date data arlsing out of or relating to leap years and

55,

changes in ceniuries. This warranly and representation is
subject to the warrenty terms and conditions of this Contract and
does not limit the generality of warranty -obiigations set forth
alsewhera herein, ' : .

SWEATFREE CODE OF CONDUCT: .

a) Contractor cdsclares under penalty of perjury thet no
equipment, matarials, ar supplles fumished to the State
pursuant to the Contract have been produced In whols or in
part by sweatshop labor, forced labor, convict labor,
indantured laber under penal sanction, abusive forms of
chlld labor or exploitation of children in sweatshop labor, or
with the benefit of sweatshaop labor, forced labor, convict
labor, indentured labor under penal sanctien, abuslve forms
of child Jahor or exploitation cf children in sweatshop labor,
The Contractor furtther declares  undsr  penalty  of
perjury-thal they adhere {0 the Sweatfree Code: of Conduct
as set foth on the California Department of Industrial
Ralalions website located af www.dir.ca.goy, and Public
Contract Code Section 6108, i

57.

50.

58,

60.

61.

62.

b) The Contractor agress to cooperate fully in providing
reasonable access to fts records, documents, agents or .

employees, or premises If reasonably requirsd by authorized
" officlals of the State, the Department of industrial Ralations,

or the Department of Justice to determine the Contractor's

compllance with the requirements under paragraph (a).

RECYCLED CONTENT REQUIRMENTS: The Contractor shall
certify in wilting under penalty of parury, the minimum, If not
exact, percentage of post-consumer material (as dsfined in the
Public Contract Cade (PCC) Section 12200-12209), in products,
materials, goods, or supplies offerad or sald to the State that fall
under any of the statutory categories regardless of whether the
product meets the requirsmenis of Saction 12209, The cerification
shall. be provided by the coniractor, sven If the product or good
contalns no postconsumer recycled material, and even if the
postconsumer contant is unknown. With respect to printer or
duplication cartridges that comply with the requirements of Section
12156(e), the certification raquired by this subdivision shall specify

that the cartridges so comply (PCC 12208 (b)(2)). A state agency -

contracting officer may walve the certification requirements if the
percantage of postconsumer material In the products, materials,
goods, or supplies can be verified in a wriiten advertisement,
including, bul not limited to, a product label, a caialog, or &
manufacturer or vendor Internet wab slte. Contractors are to use,
to the maximum extent economically feasible In the performancs
of the contract work, recycled conient products (PCC 12203(d)).

CHILD SUPPORT COMPLIANCE ACT: For any Contract In
excess of 5100,000, tha Contractor acknowledges in accordance
with PCC Seetion 7110, that:

a) The Contractor recognizes the Importence of child and famlly
suppert obligations and shali fully comply with all applicable
State and fadsral laws relating to cnild and famlly support
enforcement, Including, but not Timited to, disclosure of
informaticn end compliance with eamings. assignment
orders, as provided in Chapier B (commanaing with Section
5200) of Patt 5 of Division 9 of the Family Code; and

b) The. Contracior, to the best of Its knowledgs I3 fully
complylng with the earnings assignment orders of all
employees and Is providing the names of all new employess
o the New FHire Regisiry malntainad by the- Cafifomia

. Employment Developmant Departmant. ap

AMERICANS WITH DISABILITIES ACT: The Contractor assures

the State thal the Contractor complies with the Amerlcans with
Disabilities Act of 1990 (42 U.S.C. 12101 aliseq).

ELECTRONIC WASTE RECYCLING ACT OF 2003
The Contractor certifies that 1t complies with the applicable
requirsments of the Electronlc Waste Recycling Acl of 2003,
Chapter 8.5, Part 3 of Division 30, commencing with *Section
42460 of the Public Resources Code. The ‘Centractor shall
maintdin documeniation and provide reasonable access to its
records and documents that evidence compllance.

USE TAX COLLECTION: In  accordance with PCC
Section 102951, the Contractor cartifies that It complies with tha
requirements cf Section 7101 of the Revenue and Taxation Code.
Contractor further certifies that It will Immediately adviss the State
of any change in Its retailer's seller's pemnit or certification
of registration or applicable affliiate’s - seller's pemnit or
certificate of fegistration as described In subdivision {a) of PCC
Section 10295.1,

EXPATRIATE CORPORATIONS: Contractor hersby declares
that it is nol an expatriate corporation or subsidiary of an
&xpatriate corporation within the meaning of PCC Sectipns 10286

~ and 10286.1, and is 2ligible to contract with the State.

DOMESTIC PARTNERS: For contracts over $100,000 executed
or amended aftzr January 1, 2007, the contractor certifies that the
contractor is in compliance with Public Contract Code Section
10295.3.
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63. SMALL BUSINESS PARTICIPATION AND DVEE.

PARTICIPATION REPORTING REQIUIREMENTS:

a) If for this Contract the Contractor made & cocmmitment to
achieve small business participation, then the Contractor
must within B0 days of receiving fina! payment undar this
Contract {or within such other tme period as mey be
speclfiad elsewhere in this Coniract) report to the awarding
depattment the actual percentage of small business
participation that was achieved. (Govt. Code § 14841.)

b) I for this Contract the Contractor made & commitmant to.
achieve disablsd veleran business enterprise (DVBE)
participation, then Contractor must within 60 days of
recelving final payment under this Contract (or within such
othar time period 2s may be specified elsewheare In this
Contract) certify In a report to the awarding department: (1)
the total amount the prime Contractor recalved under the
Contract; (2) the name and address of the DVBE(s) that
particlpated in the perfomance of the Contract (3) the
amount each DVBE recsivad from the prime Contractor; (4) -
that all payments undar the Contract have been made 1o the
DVBE; and (5) the actua! percentage of DVBE participation
that was achievad. A person or enilty that knowingly
provides _false information shall be subject to a civll penalty
for sach violation. (M. & WVets. Code § 099.5(d);
Govt. Code § 14841.) -

64, LOSS LEADER: 1t is unlawful for any person.engagad in
business withln this state to sell or use any arilcle or product as a
“loss leader’ as defined in Section 17030 of the Business and
Professions Cods. (PCC 12104.5(b).).
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STATE MODEL :
CLOUD COMPUTING SERVICES SPECIAL PROVESIDNS

(SoftWare as a Service)

THESE SF‘ECIAL PROVISIONS ARE ONLY TO BE USED FOR SOFTWARE AS A SERVICE {SaaS), A5
DEFINED BELOW, THESE SPECIAL PROVISIONS ARE.TO'BE ATTACHED TO THE GENERAL PROVISIONS -
INFORMATION TECHNOLOGY AND ACCOMPANIED BY, AT MINIMUM, A STATEMENT OF WORK (SOW) AND
SERVICE LEVEL AGREEMENT (SLA). STATE AGENCIES MUST FIRST:

A,

B.

C.

CLASSIFY THEIR DATA PURSUANT TO THE CALIFORNIA STATE. ADMINISTRAT]VE MANUAL (SAM)

" 53035.5;
CONSIDER THE FACTORS TO BE TAKEN INTO ACCOUNT WHEN SELECTING, A PARTICULAR

TECHNOLOGICAL APPROACH, IN ACCORDANGE WITH SAM 4981.1,-4983 AND 4983.1.AND THEN:

“MODIFY THESE SPECIAL PROVISIONS THROUGH THE SOW AND}DR SLATO MEET THE:NEEDS OF

EACH ACQUISITION

1, Definltions

2)

‘Cloud Software as a Service (Saas )" - The capability provided to the consumer is to uss applications
made avallabie by the provider running on a cloud infrastructure. The applications are accessibiefrom.*

various client devices through athin:client interface such as a web browser (e:g., web<based smail). The

consumer does not manage o control the underlying cloud infrasiructure including rietwork, servers,

_ oper&ting systems, storage, or even individual application capabiliies, with the. possible exceptlon of fimited

© usar-specific application configuration setiings. T

<]
—_

* B R AL F TR P T S

» -and possibly applicafion hosting environment confi igurations. e
- “Cloud Infrastructure.as-a-Service (laaS)" - The capability provided 1o the consumer is: to provision

"Cloud Platform as & Service{(PaaS)' - The capability provided to the consumer is to dap!oy onto the cloud
infrasiructure consumer-created or acquired applications created using programming-languages and tools
supported by the provider. The consumer-doss not manage or control the underlylng cloud Infrastructure
including network, servers, operatlng systems, or storage, but has control overthe deplqyed applications

processing, storage; networks, and-other fundamental computing resources-where the consumer is able to
deploy and run arbitrary software, which can include operating systems-and appiications. The consumer
does not manage or control the underlying cloud infrastruciure but has control-over.operating systems;
storage, deployed apphcauons and possibly limited control of selsct networhlng components (eg host

. firewalls).

"Data’ - means any information, formulae, algorithms, or other cont ent thatthe State the: State s
employees, agents and end users upload, create or modify using the Saas pursuant to this Contract. -Data
also includes user identification information ancl metadata which may contain Data orfrom whlc:h the-State's
Data may be ascertainable,

"Data Breach” - means any access, dastructson Joss, thett, use, modification or disclosure of Data by an
unauthorized party or that is in violation of Contract terms and/or applicable state or federal law. -
"Recovery Point Objsctive (RPO)" - means the point in time to which Data can be recovered and/or

- systems restored when service is restored after an interruption, The Recovery Paint Objective is expressed

as a length of ime betwsen the interruption and tie most proximate backup of Data immediately precedmg
the intaruption, The RPO'is detailed in the 'SLA. -
"Recovery Time Objactive (RTO)" - maans the pariod of time within which information technology services,

systems, applications and functions must be recovered following an unplanned interruption. The RTQ is
detailed in the SLA, 2

TR
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STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIDNS
(Software as:a Service)

Terms

2, SaaS AVAILABILITY: Unless otherwise stated.inthe Statement of Work
a) The:SaaS shall-be available twenty four (24) hours per day, 385 days per year (excmdlng agreed upen
-+ " maintenance downfima). -

b) If SaaS menthly availablity averages Iess than' 99 9% (excluding agreed-upan maintenance: cIowntlme) the
State.shall be-entilted to recover damages, apply credits or use.other contractual remedies as set forth in
the Statement of Work,

¢) [fSaaSmonthly avallability averages less than 99.9% (excluding agreed-upon maintenance downtlme), for

© three (3 ) or more months in a rolling twelve-month period, the.State may terminate the contract for material
. breach in accordance with the Termination for Default provision in the' General Prowsmns Information
Technology.
d) Contractor shall provide advance written notice to the State'in the manner set forthi in the Statemnnt of Work
“of any major upgrades or changes that will affect the SaaS availabllity,

3. DATA AVAILABILITY Unless othenmse stated in the Statement of Work,
:d) ' The Data shall be available twenty-four (24). hoursper day, 365.days par year (exc]udmg agreed -lpon
- maintenance downtime), |
o) If Data monthly avallability-averages. Iess than 99.9% (exaludmg agreed upnn msumenanca dowqﬁme) the
State shiall be enfitled to recover damages, apply credits or use other-contraciual remadies-as set forth in
: the Statement of Work if the State is unable to access the Data as a result of,
1) Acts or omission of Gonfragtor,
2) Acts or omissions of third-parties working on behalt of Contracio '
.+ 3)  Network compromise, network intrusion, hacks; introduction.of viruses, disabling dewces malware
and other forms of attack that can disrupt access to Contractor's server, tothe-extent such attack
would have been prevented by Contractor taking reasonable industry.standard-precautions; .
- 4)  Power outages or other telecommunications or Intemat fallures to fhe extent such ou*ages ware
within: Contractor's direct or axpress control. -
c) -If Data menthly avallability averages less than 99,9% (excluding agreed -upon mamtanance downt ime), for
three (3) or mere months in & rolling twslve-month period, the State may terminate the contract for material

breach in accordance with the Termination for Dfault provision in the General Provisions ~ Information
Techno!ogy , o o

4, 8aaS andeATA SECURITY:
a) In addition to the Compliance with Statutes and Regulations provision set forth.in the General Provisions
information Technology, Contractor shall certify o the State:
1) The sufficiency of its security standards, tools, techno!oglas and procedures*m prowdmg SaaS
. under this Contract; ‘o
2)  Compliance with the following:
. The California Information Practices Act (Civil Code Sections 1798 et seq.);
il. - Securlty provisions.of the California State Administrative Manual (Chapters 5100 and 5300) and
- the California Statewide Information Management Manual (Sections 58C, 58D, 668, 5305A
5310A and B, 53254-and B, 5330A, B and C, 5340A, B and C, 5360B);
fil. Undergo an annual Statemnnt on Standards for Attestafion Engagements (SSAE) No, 16
Service Organization Control (SOC) 2 Type |1 audit. Audit results and Contractor's plan to correct
any negative findings shall be made availahle to the State upon request; and
iv. Privacy provisions of the Federal Privacy Act of 1974:
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STATE MODEL
CLOUD COMPUTING SERVICES SPECIAL PROVISIONS
' (Software as a Service)

3) Compliance with applicable-industry standards and guidelines, including but not limited to relevant
security provisions of the Payment Card Industry (PCI) Data Security Standard (PCIDSS) including
the PCIDSS Cloud Computing Guidelines.

b) - Contractor shall implement and maintain all appropriate administrative, physical, technical and procedural .
safeguards in accerdance with section+a).above at.&ll times during the term of this Contract to secure such
Data from-Data Braach; protect the' Data and the:SaaS from hacks, intraduction of viruses, disabling
devices, malware and otherforms of mattcroue or{nadvertent acts that can i srupt the State's.access to Its
Data, C e

c) Contractor shall allow the State reaaenable acqess to Saad sacurity logs, Iatency statistics, and other

: related SaaS security data that affect this Contract and the State's Data, at no cost to the State,

d) Contractpr assumes responsibility for the securlty and confidentiality of theData under [ts control. -

) No Data shall be copled, modified, destroyed or deleted by Contractor other than for normaloperation or
‘maintenance of Saa$ during the Confract: pertod i theut prior written notice to and wrttten approval by the '
Statar v .

f)* Remoteaccess fc Data from outside the contrneﬂtat United States, lncludmg remote access to Data by

authorized'SaaS support staff n identiied support centers, Is prehrbrted knless approved in-advance by the
StaterChtef Information Security Off loer, 4" Faind ;

5, ENGRYPTION: Confidential, sensitive or, persenal information shall be encrypted in- aecerdanee wit h California
- State Admiriistrative Manual £350.1 and California Statewide Infermatron Management Manual 5305—A
6. DATA'LOCATION: Unless otherwise stated-in the: Statement of Work and approved In advance by the State

Chief Information Security Officer, the- physrcal lacation:of- Centracters data centar where the Data fs- etored shall be
withiin the contrnental United States, -~ ¢ - wiope o T

7. RtGHTS TG‘BATA The parties agree. that as between them all rtghts metudrng al tntellectuat property rrghts in

" and to Datarshall remain the exclusive propertyiof: the:State, and<Contractor has & ‘limited, nen-axclusive license to

~ access-and use the Data as provided te'Gontractor: ‘Solelyfar performing its obligations under the Gortract; Nothing -
‘herein-shall’be:construed to confer anylicenss-orfigit dofie-Data, including. user tracking-and:exception Data within
the system, byimplication, estoppel or otheriwlse, undercapyright or other intellectital property righits, o-any third
party. ‘Unauthorized use of Data by Contractor:orthird parties s prohtbited. -For thepurposes of this requirement,
the phrase “unauthorized use” means‘the-datailning cirocessing of data, stored o tranismitied by the service, for
unrelated corimercial purposes, advertising or aclvertrethg«re[ated purposes, ar forany-other purpose other than
securtty nr setvice delrvery analysls thatds not: expllcttty authorrzed

8. TPANS(T[ON PERIOD:
a)" Fer ninety:{90) days prior to the expiration dateof. f-this:Contract, or upon notice of termination of this

Gontract, Contractor shall assist the State | |n extractirrg andlor transrtrohrng atl Data in: the tormet determined
‘by-the State (“Transition Period"). -

b) The Fransition Period may.bs modif ted m the SOW 0i-as agreed upon in wr'tlng by the pertres |n a contract
amendment, )

¢) During the Transition Period, Saas ahd Data access shall confinue to be made avatlabte fo the State
without alteration,

d} Contractor agrees to compensate the State far damages or logses the State incurs:as-a-result of -
Gontractor's failure to comply with this sectionn accordance with the eriatron of Liability prowa on set
forthin the General Provisions -*Informatlon Tachnology.

e) Unless othemwise stated in the SOW, the'Contractor:shall permanentiy destrey or render Inaccessible any
portion of the Data in-Contracior's and/or subcontractor's peesessron or control forlowrng the expiration of all
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CLOUD CORMPUTING SERVICES SPECIAL PROVISIONS

(Software as a Sarvice)

obligations in this section. Wfthin thirty (30) days, Contractor shall Issue a written statement to the State
confirming the destruction or inaccessibility of the State's Data.

f)  The State at its option, may purchase additional transition services as agreed upon inthe SOW.

9, DATA BREAGH: Unless otherwise stated in the Statement of Wark, . ,
a) Upon discovery or reasonable belief of any Data Breach, Contractor shall notify the State by the fastest
means avallable.and also inwriting, with-additional notification provided tothe. Chief Information Security
Officer or designee of the contracting agency. Contractor shall provide such notification within forty-sight
(48) hours after Contractor reasonably believes there has been such a Data Breach. Contractor's
notification shall identify:
~ 1) The nature of the Data Breach; - :
2) The Data accessed, used or disclosed; . E
3)- The person(s) who accessed, used, disclosed and/or received Data {if known);
4)  What Contractor has done or will do to quarantine and mitigate the Data Breach; and
5). . What corrective -action Contractor-hes taken or will take to prevent future.Date Breachss.
b) Contractor will provide daily updates, or more frequenty if required by the State, regarding findings and
- actions performed by Confractor until the Data Breach has beeneffectively resofved to the ‘State's
satisfaction, . ' : .
¢} -Contractor shall quarantine the DataBreash,;ensure secure access to Data, and repair SaaS:asneeded:in
accordance with the SLA Fatlure to.do so'may result in the State exercising Its-options for assessing . . -
_ damages or other remedies under this Confract. : .
d).. Notwithstanding anything to the contrary in the Genperal Provisions - Information Technology, In_pstforming
© senvices under this Contract, and to the-extent autharized by the State in the Statement of Work, Contractor
may be pemmitted by the State to use systems, or may be granted access to the State systems, which stors,
_ transmit or process State owned, ficensed or maintained computerized Data consisting 6f personal
+ + . information, as defined by Civil Cods:Section: 1798.29.(g). Ifthe Contractor causes orknowlngly. -, .
experiences a breach of the securtty of such Data, :Contractor shall immediately.report any:breach of
- security-of suchsystem to the State following-discovery or notification of the-breach in‘the security of such
.. Data.: The State’s Chief Information.Seoulty Officer, or designes, shall determine whether notification o the
individuals whose-Data has been lost or.breached is appropriate, If personal information of any resident of
California-was, or is.reasonably believed to,have been acquired by an unauthorized person as a result of a
. security breach of such system and Data thats not due to-the fault.of the State or.any person or entity
. under the control of the State, Contractor:shall bear any and ali costs-assaciated with the State's notification -
obligations and other ebligations set forth in:Civil Code Saction 1798,29 (d).as well as the costof credit
montiaring, subject to the dollar limitation, if any, agreed to by the State and Contractor in the gpplicable
Statement of Work. These costs may include, but are not limlied to staff time, material costs, postage, .-
media announcaments, and cther Identifiable costs associated with the breach of the security of such
personal information. ST . , :
e) Contractorshall conduct an investigation of the Data Breach and shall share the report of the investigation
with the State. The State and/or its authorized agenis shall have the right to lead (i reguirad.by law) or

participate in the investigation. Contractor shall cooperate fully with the State, its agents and Jaw
. enforcement, R

10. DISASTER RECOVERY/BUSINESS CONTINUITY. Unless-otharwise stated in the Statement of Work,
~a)  Inthe eventof disaster or catastrophic failure that results in significant Data loss.or extended loss of access
to Data, Contractor shall notlfy the State by the fastest means available and also in writing, with additional
netification provided to the Chief Information Security Officer or designse of the contracting agency.
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CLDUD COMPUTING SERVICES SPECIAL PROVISIONS

(Software as a Service)

Contractor shall prbv'tde such notfication within iwénty-four (24) hours after Contractor reasonably believes

_ there has been such a disaster or catastrophic failure. In the notification, Contactor shall inform the State of:

1) The scale and quaniity of the Data loss;
2)  What Contractor has done or will do to recover the Data and mitigate any deleterious effect of the
Data loss; and
) What corrective action Contractor has taken or will take to prevent fu’cure Data loss.
) If Contractor falls to respend immediately and remedy the failure, the State may exercise its
- options for assessing damages ar other ramedias under this Contract,
Contractor shall restore confinulty of SaaS, restore Data in accordance with the RPO and RTO as set forth
in the SLA, restore accessibllity of Data, and repair Saa$ as needed to meet the performance requirements
stated in the SLA. Fallure to do so may resultin the State exercising its options for assessing damages or
other remedles under this Contract,
Contractor shall conduct an investigation of the disaster or catastrophic fallure and shall share the report of
the investigation with the State: The State and/or its authorized agents shall have the right to lead (if

required by law) or parficipate In the invastigation, Contractor shall cooperate fully with the State, its agents
and |aw enforcement
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| 11, EXAMINATION AND AUDIT: in addition to the Examination and Audit provision set forth in the General
Provisions - Information Technalogy, unless otherwiss stated In the Statsment of Work;

a)

.b)

Upon advance written request, Contractor agrees that the State or its deslgnated representative shall have
access to Contractor's SaaS, operational documentation, records and databases, includmg onlme ;
inspections, that relate to the SaaS purchased by the State
The online Inspection shall allow the State, its authorized agents, or a mutually acceptable third party to test
that cantrols are in place and working as intended. Tests may inciuds, but not be limited to, the following:

1) Operating system/network vitnerability scans, -

2) Web applicatien vulnerabllity scans,

3) Database application vulnerability scans, and

4) Any other scans-to be performed by the State or representatives on behalf of the State,
After any significant Data loss or Data Breach or as a result of any disaster or catestrophic failure,
Confractor will at its expense have an independent, industry-recognized, State-approved third party perform
an information securlty audit. The audit results shall-be shared with the State within seven (7) days of
Contractor's receipt of such rasults. Upon Centractor receiving the results of the audit, Contractor will
provide the State with writtsn evidence of ptanned remediation within thirty (30) days and promptly modify its
security meastires in order to meet its obligations under this Contract,

12. DISCOVERY: Contractor shall promptly noiify the State upon recE:[pt of any requests which in any way might
- reasonably require access to the Data of the State or the State's use of the SaaS. Contractor shall notify the State
by the fastest means avallable and also in writing, with additional nofification provided to the Chief Information
Security Officer or designee of the centracting agency, unless prohibited by law from providing suich nofification.
Contractor shall provide such notification within forty-eight (48) hours after Contractor receives the request,

Contractor shall not respond fo subpoenas, service of process, Public Records Act requests, and other legal réquests

directed at Contractor regarding this Contract without first notifying the State unless prohibited by lew from providing
such notification, Contractor agrees to provide its intended responses to the State with adequate time for the State to
review, revise and, if necessary, seek a protective order in a court of competent jurisdiction, Contractor shall not
respond te legal requests directed at the State unless authorized in writing to do so by the State.
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